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NAVAL LAW REVIEW XLV

SEARCHING FOR PRIVACY IN ALL THE
WRONG PLACES: USING GOVERNMENT
COMPUTERS TO SURF ONLINE

Lieutenant Commander R. A. Conrad, JAGC, USN-

It is the duty of courts to be watchful for
the constitutional rights of the citizen, and
against any stealthy encroachments
thereon.!

l. Introduction

This paper explores whether there is, or should be, a reasonable
expectation of privacy in the use of government computer systems. Two
primary sources of law apply when analyzing privacy issues in cyberspace.?
The first is the Fourth Amendment.®  The second is the Electronic
Communications Privacy Act (ECPA).* Despite these constitutional and
statutory protections, courts are unlikely to find that a reasonable expectation
of privacy exists for persons sending or receiving electronic mail (e-mail) and
surfing the Internet using government computer systems. However, federal
agencies should establish policies and procedures for monitoring government
computer systems that are designed to minimize intrusions on the subjective

Prior assignments include: Staff Judge Advocate, USS KITTY HAWK (CV 63), homeported in
Yokosuka, Japan. Legal Assistance Attorney, Defense Counsel, and VITA/ELF Coordinator, Naval
Legal Service Office Northwest, Bremerton, Washington. Imagery Intelligence Action Officer,
United States Strategic Command, Omaha, Nebraska. Aviation Intelligence Officer, Patrol
Squadron EIGHT, Brunswick, Maine. L.LM. The Judge Advocate General’s School of the Army;
J.D. Duke University School of Law. B.A. University of Vermont. Lieutenant Commander Conrad
is currently assigned to the Naval Justice School as the Head, Legal Assistance Division. This
article was edited by LCDR David A. Berger, JAGC, USN.

1 Boyd v. United States, 116 U.S. 616, 635 (1886).

2U.S. DEP'T OF JUSTICE, SEARCH AND SEIZURE MANUAL , SEARCHING AND SEIZING COMPUTERS
AND OBTAINING EVIDENCE IN CRIMINAL INVESTIGATIONS, Introduction (2001) (Computer Crime
and Intellectual Property Section) [hereinafter, CCIPS M ANUAL].

% 1d.

4 Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat. 1848 (1986)
(codified at 18 U.S.C. §§ 2510-21, 2701-11, 3117, 3121-26 (1988)); CCIPS MANUAL , supra note
2.
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privacy interests of individual users.

The principal Fourth Amendment hurdle is consent.® Users of
government computers systems are required to view a warning banner when
logging onto the system.® This banner clearly puts each user on notice that use

5 Scott A. Sundstrom, You’ve Got Mail! (And the Government Knows It): Applying the Fourth
Amendment to Workplace E-Mail Monitoring, 73 N.Y.U. L. Rev. 2064, 2090-93 (Dec., 1998)
(arguing that by accepting workplace monitoring policies, employees consent to such monitoring)
[hereinafter Sundstrom].

& A typical DoD notice contains language similar to the following:

THIS IS A DEPARTMENT OF DEFENSE
COMPUTER SYSTEM. THIS COMPUTER
SYSTEM, INCLUDING ALL RELATED
EQUIPMENT, NETWORKS AND NETWORK
DEVICES (SPECIFICALLY INCLUDING
INTERNET ACCESS), ARE PROVIDED ONLY
FOR AUTHORIZED U.S. GOVERNMENT USE.
DOD COMPUTER SYSTEMS MAY BE
MONITORED FOR ALL LAWFUL PURPOSES,
INCLUDING TO ENSURE THAT THEIR USE IS
AUTHORIZED, FOR MANAGEMENT OF THE
SYSTEM, TO FACILITATE PROTECTION
AGAINST UNAUTHORIZED ACCESS, AND TO

VERIFY SECURITY PROCEDURES,
SURVIVABILITY, AND OPERATIONAL
SECURITY. . . . DURING MONITORING,

INFORMATION MAY BE EXAMINED,
RECORDED, COPIED AND USED FOR
AUTHORIZED PURPOSES. ALL INFORMATION,
INCLUDING PERSONAL INFORMATION,
PLACED ON OR SENT OVER THIS SYSTEM
MAY BE MONITORED. WE OF THIS DOD
COMPUTER  SYSTEM, AUTHORIZED OR
UNAUTHORIZED, CONSTITUTES CONSENT TO
MONITORING OF THIS SYSTEM.
UNAUTHORIZED USE MAY SUBJECT YOU TO
CRIMINAL PROSECUTION. EVIDENCE OF
UNAUTHORIZED USE COLLECTED DURING
MONITORING MAY BE USED FOR
ADMINISTRATIVE, CRIMINAL, OR OTHER
ADVERSE ACTION. USE OF THIS SYSTEM
CONSTITUTES CONSENT TO MONITORING FOR
THESE PURPOSES.

Message, 131256Z May 97, Chief of Naval Operations, subject: Communications Security
(COMSEC) and Information Systems Monitoring Requirements; Message, 191445Z May 97,
Commandant, Marine Corps, C4l-CIO, subject: Computer Notice and Consent Log-On Banner
(Warning Screen) (19 May 1997) (citing Memorandum, Department of Defense General Counsel,
subject: Communications Security (COMSEC) and Information Systems Monitoring (27 Mar.
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of the system constitutes consent to monitoring.” The banner explains the
reasons for monitoring, the type of monitoring that may take place, and the
adverse consequences of unauthorized use of the system.® Proceeding beyond
the banner establishes the user’s implied, if not express, consent.®

The ECPA fails to provide any level of privacy protection because the
government qualifies, under the statute, as a provider of electronic
communications services.’ The statute distinguishes between two types of
providers of electronic communication services.* First, there are those who
provide services to the general public, typically for a fee.’? Second, there are
those who only provide services to a limited, identifiable segment of users.®
The latter group includes private employers and government agencies that
provide e-mail services and Internet access to their employees.** The statute
offers scant restraint a1 the monitoring activities of this second group of
provider vis- -vis users.'®

This paper will focus solely on Fourth Amendment analysis and the
ECPA in the context of the monitoring of government—particularly
Department of Defense (DoD)—computer systems.® While the conclusion of

1997)) [hereinafter CNO and CMC msgs].
;CNO and CMC msgs., supra note 6.
1d.
°® CCIPS MANUAL, supra note 2, at Part 1V(C)(3)(b)(i).
018 U.S.C. § 2510.
1 CCIPS MANUAL, supra note 2, at Part I11(E).
2 1d. Examples of such Internet Service Providers are America Online, Microsoft Network,
Prodigy, Earthlink, and Netscape.

16 This paper will not discuss the extent to which private employers can monitor employee email
and Internet usage on employer computers and computer systems. The Fourth Amendment is not
applicable to private employers, since it only applies to actions by government agents. United
States v. Jacobsen, 466 U.S. 109, 113-15 (1984). The analysis under the ECPA is substantially
the same. See generally, CCIPS MANUAL, supra note 2, at Part 11I(B). For more on this topic,
see Amy Rogers, You Got Mail But Your Employer Does Too: Electronic Communication and
Privacy in the 21st Century Workplace, 5.1 J. TECH. L. & PoL’Y 1 (Spring, 2000) [hereinafter
Rogers]; Rod Dixon, With Nowhere to Hide: Workers are Scrambling for Privacy in the Digital
Age, 4J. TECH. L. & PaL’y 1 (Spring, 1999); Peter Schnaitman, Building a Community Through
Workplace EMail: The New Privacy Frontier, 5 MiCH. TELECOMM. & TECH. L. Rev. 177
(1998/1999); Alexander I. Rodriguez, All Bark, No Byte: Employee E-Mail Privacy Rights in the
Private Sector Workplace, 47 EMORY L.J. 1439 (Fall, 1998); Jared D. Beeson, Cyberprivacy on
the Corporate Intranet: Does the Law Allow Private-Sector Employers to Read Their Employees’
E-mail?, 20 HAawan L. Rev. 165 (Summer/Fall, 1998); Kevin P. Kopp, Electronic
Communications in the Workplace: E-Mail Monitoring and The Right of Privacy, 8 SETON HALL
CONsT. L.J. 861 Summer, 1998); Anne L. Lehman, E-Mail in the Workplace: Question of
Privacy, Property or Principle?, 5 CoMMLAW CONSPECTUS 99 (Winter, 1997); Rod Dixon,
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this paper is that courts are unlikely to find a reasonable expectation of privacy
in the use of government computer systems, certain communications, at a
minimum, should be protected from content monitoring.

In navigating the legal minefield of privacy law in cyberspace, the
primary focus will be on three key decisions of the Court of Appeals for the
Armed Forces (CAAF). Beginning with United States v. Maxwell,*” the
CAAF ventured into the uncharted territory of cyberspace.®® In Maxwell, a
case that did not involve the use of government computers, the CAAF
recognized a limited reasonable expectation of privacy in the content of e
mail.®® Where the use of government computers is involved, however, any
such reasonable expectation of privacy is substantially degraded, if not
completely eviscerated.

Next, in United States v. Monroe ,? the CAAF reassessed Maxwell’s
limited expectation of privacy in e-mail in the context of government computer
systems.  This time, the court appeared to conclude that there was no
reasonable expectation of privacy.? Key to the decision were: (1) the computer
contained a log-on banner warning notifying users that use constituted consent
to monitoring; and (2) providers of electronic communications services were
“specifically exempted from any statutory liability for unlawful access to
stored electronic communications™ under the ECPA.?* However, the court
stopped short of definitively finding that there was no reasonable expectation
of privacy in the use of government computer systems. Instead, the CAAF
hedged by agreeing with the lower court that there was no reasonable
expectation of privacy vis- -vis the system administrators performing their
official duties in monitoring the system and not viewing the fles for law

Windows Nine-to-Five: Smyth v. Pillsbury and the Scope of an Employee’s Right of Privacy in
Employer Communications, 2 VA. J.L. & TecH. 4 (all, 1997); Jarrod J. White, E-Mail
@Work.Com: Employer Monitoring of Employee E-Mail, 48 ALA L. Rev. 1079 (Spring, 1997);
Kevin J. Baum, E-Mail in the Workplace and the Right of Privacy, 42 ViLL. L. REv. 1011 (1997);
and John Araneo, Pandora’s (E-Mail) Box: E-Mail Monitoring in the Workplace, 14 HOFSTRA
LAB. L.J. 339 (Fall, 1996).

745 M.J. 406 (1996).

¥ The CAAF’s decision in Maxwell, while holding no precedential value outside the military
courts, has been used as an analytical model by several federal district and circuit courts on the
issue of privacy in cyberspace. See United States v. Carey, 172 F.3d 1268 (10th Cir. 1999);
United States v. Hambrick, 55 F. Supp. 2d 504 (W.D. Va. 1999), aff’d 225 F.3d 656 (4th Cir.
2000), and cert. denied, 531 U.S. 1099 (2001); United States v. Stevens, 29 F. Supp. 2d 592 (D.
Alaska 1998); United States v. Charbonneau, 979 F. Supp. 1177 (S.D. Ohio 1997).

8 Maxwell, 45 M.J. at 418.

252 M.J. 326 (2000).

2d. at 330.

2 Monroe, 52 M.J. at 326.
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enforcement purposes.?® Relying on the provision of the ECPA that permits
disclosure to law enforcement of unlawful activity inadvertently discovered,
the court further found that system administrators properly turned over the
contents of Monroe’s e-mails to law enforcement personnel.

Finally, in United States v. Allen, ® the CAAF again avoided deciding
the issue of whether there could ever be a reasonable expectation of privacy in
the content of email sent through cyberspace from a government computer
system. This time, finding no suppression remedy under the ECPA,* the
court relied on the fact that the records at issue would have been inevitably
discovered.?” Allen is the most recently decided military case to consider the
boundaries of privacy in cyberspace.

While the CAAF stopped short of deciding the ultimate issue, sooner
or later there will be a case where this issue will have to be squarely decided.
E-mail and use of the Internet have become more than just a form of
entertainment. They have become the way the world communicates and
conducts business. The military is no less affected by this phenomenon. Each
service has a web site,”® as do most individual commands.?® Each federal
government agency has a web site.3® Each military service encourages its
members to use e-mail and the Internet, because proficiency in this new
medium is not just “nice to know,” but is imperative.®® At the same time,
government computer systems are government resources and must be used
appropriately.® To this end, as well as others (such as protection of national

3 Monroe, 52 M.J. at 329-30.

%d. at 331.

%53 M.J. 402 (2000).

% |d. at 409 (“If Congress had intended to have the exclusionary rule apply, it would have added a
provision similar to the one found under Title Il of the statute, concerning intercepted wire, oral,
or electronic communications.”).

7 1d. (stating “[w]e need not decide what type of privacy interest attaches to the information in
this case . . . because . . . a warrant would have inevitably have been obtained for these very same
records.”).

% U.S. Navy: http://www.navy.mil; U.S. Marine Corps: http://www.usme.mil; U.S. Army:
http://www.army.mil;  U.S.  Air  Force:  http://www.af.mil; U.S. Coast Guard:
http://www.uscg.mil; Army National Guard: http://www-ngb5.ngb.army.mil; Air National
Guard: http://ang.af.mil.

® See e.g., Links to Navy Web Sites on U.S. Navy home page at http://www.navy.mil. See also,
U.S. DeEP’T OF NAVY, SEC’Y OF THE NAVY INSTR. 5720.47, DEPARTMENT OF THE NAVY POLICY
FOR CONTENT OF PUBLICLY ACCESSIBLE WORLD WIDE WEB SITES (1 July 1999).

¥ See e.g.,Defense: http://www.defenselink.mil;  Justice: http://www.usdoj.gov; ~ State:
http://www.state.gov; Veterans Administration: http://www.va.gov; National Security Council:
http://www.whitehouse.gov/nsc.

3 See infra note 206 (U.S. Navy current policy).

® U.S. DEP’T OF DEFENSE, DIR. 5500.7R, JOINT ETHICS REGULATION 2-301 (C3, 12 December
1997) (“Federal Government communication systems and equipment (including Government
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security), the monitoring of government computer systems serves a
legitimate—if not compelling—government interest.

Under the ECPA, the distinction between “content” and “context”
monitoring of computer systems is critical, akin to the difference between a
telephone operator listening to an entire conversation or simply recording the
number called and the duration of the call. *“Context refers to information
about the electronic communication, including such things as the duration,
size, and routing of the communication.”®* There is always a legitimate
government interest in context monitoring.% With respect to the DoD, it is
operationally imperative to protect communications systems and the
communications infrastructure from unlawful intrusions.®® It is also necessary,
from a policy standpoint, to ensure that users of government computer systems
adhere to basic standards of conduct.*’

For the DoD, these standards are enumerated in the Joint Ethics
Regulation (JER).*® Public confidence in government is essential to our
democratic way of life.3 Public confidence in the military is important for the
same reason. The appropriate use of government resources—to include
government computer systems—is one key component of securing this
confidence.  Context monitoring of government computer systems, then,
ensures that government computer systems are being used in a manner that will
not erode public trust and confidence.*® Content monitoring serves the same
interests, but substantially infringes on individual user privacy and risks
compromising the confidentiality of certain communications. Thus, there may
be circumstances* where content monitoring should be proscribed. Such
proscriptions are unlikely o come from the courts. Therefore, they must

owned telephones, facsimile machines, electronic mail, Internet systems, and commercial systems
when use is paid for by the Federal Government) shall be for official and authorized purposes
only.”) [hereinafter JER]; Standards of Ethical Conduct for Employees of the Executive Branch,
5 C.F.R. § 2635.101(b)(9) (2001) (“Employees shall protect and conserve Federal property and
shall not use it for other than authorized activities.”).

% See Lieutenant Colonel LeEllen Coacher, Permitting Systems Protection Monitoring: When the
Government Can Look and What It Can See, 46 A.F. L. Rev. 155, 155-56 (1999) (providing
indepth analysis of what author terms “system protection monitoring™) [hereinafter Coacher].
¥1d. at 173.

% 1d. at 155-56.

% See generally, WALTER GARY SHARP, R., CYBERSPACE AND THE USE OF FORCE (Aegis
Research Corp. 1999) [hereinafter SHARP].

% Coacher, supra note 33, at 155.

% JER, supra note 32.

®d. at 2-100 (specifically, 5 C.F.R. § 2635.101(a) (2001)).

“ Coacher, supra note 33, at 155.

“ For example, privileged legal and medical communications, as well as those coming from higher
command level intended for a limited audience.
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come from the governmental agencies themselves, if at all.

This paper proposes that context monitoring should always be
permissible on government computer systems. Systems administrators should
be able to freely monitor and identify the sites visited by users of government
computer systems to ensure that such use comports with ethical standards.
Content monitoring, on the other hand, should be used judiciously. The
specific recommendations set forth in the conclusion seek to strike a balance
between the government’s legitimate need to monitor e-mail and Internet
usage, while at the same time giving some semblance of privacy to individual
users.

. Background
A. The Fourth Amendment

[T]he Framers were men who focused on
the wrongs of that day but who intended
the Fourth Amendment to safeguard
fundamental values which would far
outlast the specific abuses which gave it
birth.*

The Fourth Amendment’s core protection is to prevent the
government from conducting unreasonable searches and seizures. First, there
must be a search or seizure by a government agent, or by someone acting on
behalf of the government. If the individual conducting the search is not a
government agent, or acting on behalf of government agents, then the
protections of the Fourth Amendment are not available.*® In determining
whether a private search becomes government action, the Tenth Circuit set
forth a two-part test: “(1) whether the government knew of and acquiesced in
the intrusive conduct, and 2) whether the party performing the search intended
to assist law enforcement efforts or to further his own ends.” * An affirmative
answer to both prongs is necessary “before an otherwise private search will be
deemed governmental for Fourth Amendment purposes.”*®

“2 United States v. Chadwick, 433 U.S. 1, 8-9 (1977), overruled on other grounds by California v.
Acevedo, 500 U.S. 565, 579-80 (1991).

4 United States v. Jacobsen, 466 U.S. 109, 113-15 (1984).

4 United States v. Kennedy, 81 F. Supp. 2d 1103, 1112 (D. Kan. 2000), quoting Pleasant v.
Lovell, 876 F.2d 787, 797 (10th Cir. 1989). See also, United States v. Barth, 26 F. Supp. 2d
929, 935 (W.D. Tex. 1998); United States v. Holland, 18 M.J. 566 (A.C.M.R. 1984).

“ Kennedy, 81 F. Supp. 2d at 1112 (citing United States v. Leffal, 82 F.3d 343, 347 (10th Cir.
1996)).
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This Court has . . . consistently construed
this  protection as proscribing only
governmental  action; it is  wholly
inapplicable ‘to a search or seizure, even
an unreasonable one, effected by a private
individual not acting as an agent of the
Government or with the participation or
knowledge of any governmental official.*

If the search is being conducted by, or on behalf of, government
agents, the issue becomes one of whether there is a legitimate expectation of
privacy in the place to be searched, and whether the search is reasonable.*
United States v. Katz* established the current test for determining whether the
protections of the Fourth Amendment apply to a particular search. The central
issue is whether there is a legitimate expectation of privacy in the place to be
searched.®® If there is no legitimate expectation of privacy, then there is no
search and no Fourth Amendment protection.®® The test has two prongs: (1) a
subjective expectation of privacy on the part of the person asserting the right;
and (2) whether that subjective expectation is one society is willing to
recognize as reasonable.® Military courts apply this test to determine whether
there is an expectation of privacy. %

The Fourth Amendment has adapted over the years to numerous
technological advancements.®® Fourth Amendment case law responding to

% United States v. Jacobsen, 466 U.S. 109, 113 (1984) (citation omitted; emphasis added). See
also, United States v. Carter, 15 C.M.A. 495, 498 (1969) (“The Constitutional provision against
unreasonable search and seizure has consistently been applied only to action by, or under the aegis
of, Government authority.”).

4 Cady v. Dombrowski, 413 U.S. 433, 439 (1973) (“The ultimate standard set forth in the Fourth
Amendment is reasonableness.”).

%389 U.S. 347 (1967).

“d.

%d. at 351.

Sd. at 361 (Harlan, J., concurring).

%2 United States v. Curry, 46 M.J. 733, 736 (N.M. Ct. Crim. App. 1997).

% See Amy E. Wells, Criminal Procedure: The Fourth Amendment Collides with the Problem of
Child Pornography and the Internet, 53 OKLA. L. Rev. 99, 109-110 (Spring, 2000) (tracing
development of Fourth Amendment analysis from property-based protection in Boyd v. United
States, 116 U.S. 616 (1886), through “constitutionally protected areas” in Olmstead v. United
States, 277 U.S. 438 (1928), overruled by Katz v. United States, 389 U.S. 347 (1967), to the
current 2-part test as enunciated in Katz) [hereinafter Wells]. See also, Stephan K. Bayens, The
Search and Seizure of Computers: Are We Sacrificing Personal Privacy For The Advancement of
Technology?, 48 DRAKE L. REV. 239, 240 (2000) (“The Fourth Amendment has, throughout its
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these advancements has not always been consistent,> as it is not always a
simple matter to apply old paradigms to new technologies. The key, as
recognized by the Court in Katz, is to understand that “the Fourth Amendment
protects people, not places.”®® In the realm of cyberspace, this is a critical
foundational principle, particularly because cyberspace is not a “place,” but
rather an amorphous entity.%® Unlike a person’s house, there are no readily
identifiable boundaries. “The Fourth Amendment protects the individual’s
privacy in a variety of settings. In none is the zone of privacy more clearly
defined than when bounded by the unambiguous physical dimensions of an
individual’s home . . . .”% And at present, in none is the zone of privacy less
clearly defined than when unbounded by the completely ambiguous, non-
physical dimensions of cyberspace.

The gigantic leaps in technology over the last decade®® have created
complex legal challenges never envisioned by the Framers of the Fourth
Amendment.®® Yet the Fourth Amendment has lost none of its vitality or
purpose and, despite skepticism about the appropriateness of traditional Fourth
Amendment analyses, % is utterly capable of adapting to this new frontier.®

history, not only faced technological advancement but has met technological challenges head on.”)
[hereinafter Bayens].

S\Wells, supra note 53.

% Katz, 389 U.S. at 351.

% Wells, supra note 53, at 99 (“[Clyberspace has no physical geography; no territorial boundaries
exist”).

5 Payton v. New York, 445 U.S. 573, 589 (1980).

% The Internet was “born” in 1969, as a Department of Defense project, but has really only been
widely available to the general public since the early 1990s. David T. Cox, Litigating Child
Pornography and Obscenity Cases in the Internet Age, 4 J. TeCH. L. & PoL’y 1, T 4 (Summer,
1999) [hereinafter Cox].

% United States v. Chadwick, 433 U.S. 1, 8-9 (1977), overruled on other grounds by California v.
Acevedo, 500 U.S. 565, 579-80 (1991); Olmstead v. United States, 277 U.S. 438, 472-85 (1928)
(Brandeis, J., dissenting) (stressing that Fourth Amendment protections are not limited to
conditions and issues in existence at time of amendment; protections capable of adapting to new
technologies).

% See e.g., Darla W. Jackson, Protection Of Privacy In The Search And Seizure Of E-Mail: Is the
United States Doomed to an Orwellian Future?, 17 TEMP. BENVTL. L. & TECH. J. 97 (Spring,
1999) [hereinafter Jackson]; Wells, supra note 53; Gavin Skok, Establishing alegitimate
Expectation of Privacy in Clickstream Data, 6 MICH. TELECOMM. & TECH. L. REV. 61
(1999/2000) pereinafter Skok]; Allegra Knopf, Privacy and the Internet: Welcome to the
Orwellian World, 11 J. LAwW & PuB. PoL’Y 79 (Fall, 1999) [hereinafter Knopf].

6 Bayens, supra note 53, at 240 (“The Fourth Amendment’s simplicity and flexibility has
permitted the judiciary to shape and mold its prescriptions into a timeless document.”); Frances A.
Gilligan & Edward J. Imwinkelried, Cyberspace: The Newest Challenge For Traditional Legal
Doctrine, 24 RUTGERS COMPUTER & TECH. L.J. 305, 342 (1998) (“At a substantive level, the
framework of contemporary Fourth Amendment doctrine proved satisfactory in Maxwell.”)
[hereinafter Gilligan & Imwinkelried].
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It is important to understand the basics of how information moves
through cyberspace and how truly fundamental a change in technology the

Internet represents.

When the Framers drafted the Fourth Amendment, post

mail took days, weeks, even months in some cases, to reach the intended
recipient. E-mail, by contrast, can travel across the world almost instantly.

The

When we speak of the Internet . . . we are
not speaking of something visual or
tangible, rather we speak of something
conceptual. . . . The Internet is not really a
computer or even a set of computers,
though computers help run it. The Internet
is really just the communications system
that computers use to interact, literally a
super highway for information. 2

Internet is essentially a communications system used by

computers to exchange information, utilizing existing telephone lines,® or,
more recently, cable lines.®® To make this happen, the Internet uses a
technology called packet-switching protocols.®®

Packet switching allows data to be broken
up in to small, identifiable packages and
sent over various routes to the same
destination. Computers that understand and
use the protocol can create the data packets,
send them, receive them and reassemble
them in their original form. The protocols
are written so that computers speaking
different languages . . . can still
communicate using the protocols.®

€ Cox, supra note 58, at 1 88.

81d. at 7 83.

& See In re United States Order Pursuant to 18 U.S.C. § 2703(d), 36 F. Supp. 2d 430 (D. Mass.
1999) (highlighting conflicts between the Cable Communications Privacy Act of 1984 and the
ECPA that will be encountered as cable companies begin providing Internet service, and asking for
an interpretation of 18 U.S.C. § 2703(d)) and United States v. Kennedy, 81 F. Supp. 2d 1103 (D.

Kan. 2000) (acknowledging the potential conflict, but not deciding the issue).

See generally,

Barbara Esbin, Internet Over Cable: Defining the Future in Terms of the Past, 7 CoMMLAW
CONSPECTUS 37 (Winter, 1999).
8 Cox, supra note 58, at 1 84 (noting that another name for this is TCP/IP, or Transmission
Control Protocol/Internet Protocol).
% Cox, supra note 58, at Y 84.

10
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Computers, then, “talk” to each other over the Internet through
existing communication lines.5” This can take one of several forms, such as e-
mail, web surfing, chat rooms, and bulletin boards. E-mail messages travel
through the various Internet Service Providers (ISPs), ® which act as central
switching locations and as temporary storage facilities for reassembled
messages, until they are “picked up” by the intended recipients. %

As one travels through cyberspace via the Internet, electronic
footprints, commonly referred to as a “clickstream,” 7 are left behind.™ These
clickstreams can easily be, and routinely are, monitored, recorded and
analyzed by private companies, I1SPs, law enforcement, and anyone else with
the requisite technical capability.”> While advertisers and online merchants
generally are only able to monitor a user’s activity at particular web sites,
“ISPs can precisely monitor and record an entire clickstream, since all of the
user’s online commands are sent through the ISP.” ™ The reality is that we are
extremely exposed to snooping when navigating through the Internet, including
when we send or receive e-mail.™

6 1d. at Y 85.

8 Although there are several different levels of online services available, and the providers of such
services may be called different things depending on the type of service they provide (e.g.,
Internet service providers, Internet access providers, remote service providers, network service
providers, etc.), the term ISP will be used to generically include any commercial Internet access
provider.

8 Cox, supra note 58, at  85.

™ Meaning, essentially, clickstream data that leaves an easily accessible and exploitable trail of a
user’s travel through cyberspace, recording every mouse click made and every web site visited.

The name ‘clickstream’ refers to the series of mouse
clicks users make as they travel the Web. Each click
translates into an electronic signal which is then sent
by the surfer’s computer to the other computers on the
Net, telling them what information to return to the
user. Since online movement requires the user to send
or request certain information from other computers
on the Web, every step in cyberspace inevitably
becomes part of the clickstream record.

Skok, supra note 60, at 64.

"1d. at 61.

21d. at 61-70.

8 Skok, supra note 60, at 66-67.

™ See generally, Gilligan & Imwinkelried, supra note 61; Rogers, supra note 16; Skok, supra note
60; Deborah M. McTigue, Marginalizing Individual Privacy on the Internet, 5 B.U. J. 1. &
TECH. L. 5 (Spring, 1999) [hereinafter McTigue]; Suzanne M. Thompson, The Digital Explosion
Comes With a Cost: The Loss of Privacy, 4 J. TECH. L. & PoL’Y 3 (Spring, 1999) [hereinafter
Thompson]; Myrna Wigod, Privacy in Public and Private E-Mail and On-Line Systems, 19 PACE
L. REv. 95 (Fall, 1998) [hereinafter Wigod]; Joshua B. Sessler, Computer Cookie Control:

11
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When using a government computer system, the government is
effectively the ISP for any online activity performed through that system.”™
This is true even if the user accesses a commercial ISP account through a
government computer system.” Thus the government can monitor clickstream
data as a result of its employees using the Internet from a government
computer system. ISPs, including the government and employers who provide
e-mail and Internet capability to their employees, also have the apability to
monitor the content of e-mails and any attached files, as these files pass
through the system or network, often for temporary or back-up storage, when
enroute from sender to recipient.”

Computers can be used directly, as a means of committing crime,
such as identity theft, fraud, cyber-stalking, and transmitting and receiving
child pornography.” Computers can also be storage repositories for evidence
of criminal conduct, such as computerized records of drug transactions. ™

Privacy interests in cyberspace do not exist solely vis- -vis the
government.® While unscrupulous practices by law enforcement personnel are
the ultimate evil targeted by the Fourth Amendment, other actors invade our
privacy. These include employers (like the government), ISPs, web site
providers, other users, and criminals.® “To evaluate protections of e-mail
privacy, it is helpful to analyze the conflicting interests involved.”®
Obviously, there are individual privacy interests at stake.®® But weighed
heavily against these interests “are legitimate reasons why such protections
should not be absolute.”® There are law enforcement interests in preventing
and punishing criminal behavior that harms innocent members of society, such
as hacking, cyber-stalking, drug trafficking, identity theft, and child

Transaction Generated Information and Privacy Regulation on the Internet, 5 J.L. & PoL’Y 627
(1997) [hereinafter Sessler]; Maria Helena Barrera & Jason Montague Okai, Digital
Correspondence: Recreating Privacy Paradigms, 3 INT'L J. CoMmm. L. & PoL’Y 4 (Summer,
1999) [hereinafter Barrera & Okai]; and Paul M. Schwartz, Privacy and Democracy in
Cyberspace, 52 VAND. L. REV. 1607 (Nov. 1999) [hereinafter Schwartz].

s CCIPS MANUAL, supra note 2.

" d. at Part 111(B).

1d.; See also, Wigod, supra note 74, at 103 and Sundstrom, supra note 5, at 2066-68.

8 CCIPS MANUAL, supra note 2, at Part I11(B).

®d.

8 Wigod, supra note 74, at 99-100.

8 Wigod, supra note 74, at 99-100.

&1d. at 95.

®d. at 96.

#1d. at 97.
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pornography.® There are employment related interests, including ensuring the
efficiency and propriety of employee conduct, protecting trade secrets and
employer property, and guarding against vicarious liability for employee
misconduct, such as sexual harassment and discrimination.®

There are various methods by which our privacy may be violated.®
The collection of clickstream data, as discussed previously, is a prevalent
means by which ISPs, merchants, advertisers, and others routinely obtain
extensive data on Internet users, enabling a profile to be compiled about the
user.%

“Cookies” are another means of invading the privacy of Internet
users.% Cookies are user files that are placed on an Internet user’s hard drive
when a web site is accessed.®® “In general, cookies allow sites to ‘tag’ their
visitors with unique identifiers so they can be identified each time they visit.”%
“[A]lny information disclosed by a user while visiting a site (e.g. name,
address, credit card number) could be stored in a cookie for later access by the
web site.” %2

Search engines can also be programmed to collect information about
users.®® The most common data collected includes name, e-mail address,
home address and phone number.® Other users can then retrieve this data by
searching for key terms.®® There are also more insidious collection practices.%

As discussed previously, ISPs—including employers—can monitor
every single mouse click and every single site visited while a user is online,
since every single movement on the Internet goes through the ISP.% While the
ECPA places some limits on the information that ISPs can disclose, the license
to collect is virtually unrestricted.

%1d.
% Wigod, supra note 74, at 97-98.
8 d. at 100-108.
®d. See also, Skok, supra note 60.
% Wigod, supra note 74, at 101; Sessler, supra note 74, at 632-634.
% Sessler, supra note 74, at 632.
% |d. at 632-33.
% Wigod, supra note 74, at 101.
% 1d. at 102-103.
% Wigod, supra note 74, at 103. (Wigod states that Altavista, Yahoo, Excite and Lycos each
gcsollect this type of data for possible retrieval by other users).
Id.
% |d. at 102-103.
% 1d. at 103; Skok, supra note 60, at 67.
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Against this background, determining whether there is—or should
be—a reasonable expectation of privacy when using government computers in
cyberspace is not a simple matter of just looking at the privacy interests of the
individual. The Supreme Court has recognized that the individual’s right to
privacy must be balanced against substantial government interests served by
intruding on that privacy.® Where government computer systems are
involved, there are numerous substantial government interests involved. All of
these give rise to the necessity for systems protection monitoring.*® Systems
protection monitoring provides “[a] way of ensuring that government computer
systems are protected and that the resource[s are] being used properly[.]”” 1

The first and foremost substantial government interest is proprietary,
in that the computer system is the property of the United States Government.
Ensuring the proper use of government resources is of paramount importance
in maintaining the confidence of the American people in the Government.!
“The Government has an interest in ensuring government-provided resources
are not abused or used for any illegal or improper purpose.” %2

Equally high on the list is ensuring national security.'® Government
computer systems, which have become a central part of our governmental
infrastructure and national defense, must be protected from hackers and cyber-
terrorists who exploit the information gleaned from unauthorized access.%*
These threats to our safety and security cannot be overlooked.'® Taking out
our communications infrastructure, or tampering with it in any way, can
utterly cripple our ability to defend ourselves in this modern, computer-driven
world.*® Notably, such attacks can be carried out remotely, from anywhere in
the world. %’

% O’Connor v. Ortega, 480 U.S. 709 (1987).

% See generally, Coacher, supra note 33.

10 1d. at 155.

10 JER, supra note 32, at 2-301; Standards of Ethical Conduct for Employees of the Executive
Branch, 5 C.F.R. § 2635.101(a) (2001) (“Public service is a public trust.”).

12 JER, supra note 32, at 2-301; Standards of Ethical Conduct for Employees of the Executive
Branch, 5 C.F.R. § 2635.101(b)(9) (2001) (“Employees shall protect and conserve Federal
property and shall not use it for other than authorized activities.”); See also, Coacher, supra note
33, at 155.

1% Chris J. Katopis, Searching Cyberspace: The Fourth Amendment and Electronic Mail, 14
TEMP. ENVTL. L. & TECH. J. 175, 182 (Fall, 1995) [hereinafter Katopis].

104 See generally, SHARP, supra note 36; David Hueneman, Privacy on Federal Civilian Computer
Networks: A Fourth Amendment Analysis of the Federal Intrusion Detection Network, 18 J.
MARSHALL J. COMPUTER & INFO. L. 1049 (Summer, 2000) [hereinafter Hueneman].

15 SHARP, supra note 36; Hueneman, supra note 104.

1% SHARP, supra note 36; Hueneman, supra note 104. See also, Katopis, supra note 103.

107 SHARP, supra note 36; Hueneman, supra note 104.
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In the military, “demands of discipline and duty” may supercede the
individual’s right to privacy.’® The Supreme Court has long recognized the
military’s unique nature.

This Court has long recognized that the
military is, by necessity, a specialized
society separate from civilian society. . . .
The differences between the military and
civilian communities result from the fact
that “it is the primary business of armies
and navies to fight or be ready to fight wars
should the occasion arise.” . . . Its law is
that of obedience.’®® To prepare for and
perform its vital role, the military must
insist upon a respect for duty and a
discipline without counterpart in civilian
life.10

As the body charged with securing our national defense, the military is held to
a higher standard of conduct by society. Therefore, assuring the appropriate,
particularly non-criminal, conduct of military members in cyberspace is a
substantial government interest that weighs heavily against the individual’s
legitimate expectation of privacy, especially when accessing the Internet
through government computer systems.

B. The Electronic Communications Privacy Act

First and foremost, the case law in this area, particularly as it relates
to cyberspace, is still very much in the developmental stages. There is no
Supreme Court guidance. “The structure of the ECPA reflects a series of
classifications that indicate the drafters’” judgments about what kinds of
information implicate greater or lesser privacy interests.” '

The ECPA consists of three distinct
sections. The first section, often referred
to as Title I, outlines statutory procedures
for intercepting wire, oral, and electronic

1% Coacher, supra note 33, at 165.

19 parker v. Levy, 417 U.S. 733, 743 (1974) (citations omitted).
10 Schlesinger v. Councilman, 420 U.S. 738, 757 (1975).

M CCIPS MANUAL, supra note 2, at Part 111 (A).
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communications. The second section,
known as Title II, pertains to stored
communications. The final section, Title
111, addresses pen registers and trap and
trace devices.?

The ECPA “‘creates statutory privacy rights for customers and
subscribers of computer network service providers . . . .”% Title | prohibits
the “interception” of electronic communications with one huge exception. *
The exception allows for a provider of Internet service (commercial ISPs,
government service providers, private employer service providers) ‘to
intercept, disclose, or use that communication in the normal course of his
employment while engaged in any activity which is a necessary incident to the
rendition of his service or to the protection of the rights or property of the
provider of that service . . . .”% This exception grants broad latitude to ISPs
to “conduct business.” There is also an exception for lawful electronic
surveillance operations.® But perhaps most important, courts have narrowly
construed “intercept,” to the point where it is virtually inapplicable to
electronic communications. %/

Title Il “creates statutory privacy rights for customers and subscribers
of computer network service providers.” *® While the “ECPA exists largely to
“fill in the gaps’ left by the uncertain application of Fourth Amendment
protections to cyberspace . . . ”,® it is important to understand that “[t]he
ECPA does not represent a legislative determination of a reasonable

12 Coacher, supra note 33, at 171.
13 CCIPS MANUAL, supra note 2, at Part IlI.
1418 U.S.C. § 2511.
5 1d. at § 2511(2)(a)(i)-
U6 1d. at § 2511(2)(a)(ii).
117 See Steve Jackson Games v. United States Secret Service, 36 F.3d 457 (5th Cir. 1994) (seizure
of computer containing unretrieved email not an “intercept”); Wesley College v. Pitts, 974 F.
Supp. 375 (D. Del. 1997) (viewing e-mail on another’s computer screen not an intercept because
not involving use of “electronic, mechanical, or other device”); United States v. Moriarty, 962 F.
Supp. 217 (D. Mass. 1997) (ruling that “intercept” requires acquisition contemporaneous with
transmission); Bohach V. Reno, 932 F. Supp. 1232 (D. Nev. 1996) (holding that in determining
whether “intercept” occurred, must distinguish between very narrow “transmission phase” and
much broader “storage phase™); United States v. Reyes, 922 F. Supp. 818, 836 (S.D. N.Y. 1996)
(“the acquisition of the data [must] be simultaneous with the original transmission of the data”);
Coacher, supra note 33, at 173 (“To fall within the definition of intercept, the acquisition of the
electronic communication’s content must be contemporaneous with its transmission.”).
i: CCIPS MANUAL, supra note 2, at Part I1(A).

1d.
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expectation of privacy in non-content information released by ISPs.”® The
portion of the ECPA pertaining to stored communications, 18 U.S.C. § 2701
et seq., provides for civil damages and criminal penalties for violation, but
“speaks nothing about the suppression of information in a court proceeding.”
In other words, there is no built-in exclusionary rule for violations of this part
of the statute.’? The statutory privacy rights created by the ECPA in stored
communications, as with Fourth Amendment analysis, apply only vis- -vis
disclosure to government agents, also subject to a significant exception.’? The
contents of a stored communication can be disclosed to law enforcement agents
if the contents were inadvertently discovered by the service provider (such as
during the normal course of routine system monitoring or troubleshooting) and
appear to indicate criminal activity.?

When litigating cyberspace issues under the ECPA, for the most part
only Title Il is applicable. Very few cases have applied Title I, and those that
have interpret “intercept” very narrowly.” “To fall within the definition of
intercept, the acquisition of the electronic communication’s content must be
contemporaneous with its transmission.”*  With respect to e-mail, this
limitation is critical. “Given the narrow definition of intercept, Title I's
provision prohibiting the interception of electronic communications may not
apply to email transmissions. In fact, the interception must occur as the e
mail is being transmitted in order for Title | to apply.”* As a result of this

20 United States v. Hambrick, 55 F. Supp. 2d 504 (W.D. Va. 1999), aff’d 225 F.3d 656 (4th Cir.
2000), and cert. denied, 531 U.S. 1099 (2001).

2L United States v. Kennedy, 81 F. Supp. 2d 1103, 1110 (D. Kan. 2000). See also, United States
v. Allen, 53 M.J. at 410.

12 See 18 U.S.C. § 2701(b) (1988) (providing for criminal penalties), § 2707 (providing for civil
remedies), and § 2708 (““The remedies and sanctions described in this chapter are the only judicial
remedies and sanctions for nonconstitutional violations of this chapter.”) (citations omitted);
United States v. Kennedy, 81 F. Supp. 2d 1103, 1110 (D. Kan. 2000). But see, McVeigh v.
Cohen, 983 F. Supp. 215, 220 (D.C. 1998) (regarding a violation of 18 U.S.C. § 2703(c)(1)(B),
“it is elementary that information obtained improperly can be suppressed where an individual’s
rights have been violated.”).

218 U.S.C. §§ 2702-2703.

124 1d.at § 2702(b)(6).

% See e.g., Steve Jackson Games v. United States Secret Service, 36 F.3d 457 (5th Cir. 1994)
(holding that unopened e-mails, sent to electronic bulletin board but not yet retrieved, found on
seized computer were in “electronic storage,” and thus not intercepted). Additional case law
examples are provided in note 116.

26 Coacher, supra note 33, at 173. See Steve Jackson Games, 36 F.3d at 360 (“[T]he Secret
Service did not intercept the communications, because its acquisition of the contents of those
communications was not contemporaneous with their transmission.”). See also, Wesley College
v. Pitts, 974 F. Supp. 375 (D. Del. 1997); United States v. Moriarty, 962 F. Supp. 217 (D. Mass.
1997); Bohach v. Reno, 932 F. Supp. 1232 (D. Nev. 1996); and United States v. Reyes, 922 F.
Supp. 818 (S.D. N.Y. 1996).

227 Coacher, supra note 33, at 174.

17



2001 Searching for Privacy in all the Wrong Places

minimal impact, this paper will not devote additional analysis to Title I.

Section 2703 of the ECPA, entitled “Requirements for Governmental
Access” is the operative section concerning governmental access to stored
communications. The best way to navigate the requirements of the statute is to
classify the type of information sought and then determine whether what is
being sought from the ISP is a compelled or voluntary disclosure.”® There are
three basic categories of information that might be obtained about a user from
an ISP.»

The first of these categories is basic subscriber information.®® ECPA
section 2703(c)(1)(C) identifies the following types of information as
pertaining to this category: name, address, telephone billing records, telephone
number, subscriber identification number, duration of subscription to the
service, and types of services utilized by the subscriber. The information
under this category is afforded the lowest level of protection and can be
provided to a governmental entity with a subpoena.®!

The second category covers “record[s] or other information pertaining
to a subscriber or customer of such service (not including the contents of a

communication . . .).”® This type of information includes basic subscriber
information as well as “transactional records, such as account logs that record
account usage . . . and email addresses of other individuals with whom the

account holder has corresponded.”* A provider of electronic communications
services can disclose this type of information to anyone “other than a
governmental entity” without apparent restriction.®*  However, such
information can only be disclosed to a governmental entity pursuant to consent,
a warrant, or a section 2703(d) court order.*

28 CCIPS MANUAL, supra note 2, at Part 111(C).

2d.

0 |d.

1118 U.S.C. § 2703(c)(1)(C).

12 |4, at § 2703(c)(1)(A).

138 CCIPS MANUAL, supra note 2, at Part 111(C)(2).

318 U.S.C. § 2703(c)(1)(A). See Jessup-Morgan v. America Online, 20 F. Supp. 2d 1105
(E.D. Mich. 1998).

%518 U.S.C. § 2703(c)(B)(i)-(iii): A section 2703(d) court order,

[M]ay be issued by any court that is a court of
competent jurisdiction ... and shall issue only if the
governmental entity offers specific and articulable
facts showing that there are reasonable grounds to
believe that the contents of a wire or electronic
communication, or the records or other information

18
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The final category is contents. “The contents of a network account
are the actual files stored in the account.” *® Stored e-mails are included in this
category. Disclosure of contents is governed by ECPA section 2702. There
are several exceptions under this section, but the most important one is that
contents evidencing criminal activity may be disclosed to law enforcement
without any additional process “if the contents . . . were inadvertently obtained
by the service provider . . . .” =

When discussing voluntary disclosure, it is important to distinguish
between two types of providers of electronic communication services.*® First,
there are those who provide services to the general public, such as America
Online (AOL).* Second, there are those who do not provide services
available to the public, but rather to an identifiable segment, such as employers
and government agencies.* These distinctions are critical when analyzing the
voluntary disclosure provisions of ECPA sections 2702 and 2703(c).*%
“Providers of services not available ‘to the public’ may freely disclose the
contents of stored communications.” ¥

Providers of services to the public may disclose the contents of stored
communications only in certain situations.”*  These situations include:
inadvertent discovery of criminal activity; disclosure “necessarily incident to
the rendition of service or to the protection of the rights or property of the
provider of that service . . .”;* mandatory disclosure pursuant to the Child
Protection and Sexual Predator Punishment Act of 1998;“ and disclosure
“made to the intended recipient of the communication, with the consent of the

sought, are relevant and material to an ongoing
criminal investigation.

18 U.S.C. § 2703(d). There are four operative phrases under this section: (1) specific and
articulable facts; (2) reasonable grounds to believe; (3) that the information sought is material and
relevant; (4) to an ongoing criminal investigation.

& CCIPS MANUAL, supra note 2, at Part I11(C)(3).

B |d.

1318 U.S.C. § 2702(b)(6).

ﬁz CCIPS MANUAL, supra note 2, at Part I11(E).

141 :g

142 |d

18 CCIPS MANUAL, supra note 2, at Part III(E). See also, Andersen Consulting v. UOP, 991 F.
Supp. 1041 (N.D. 1ll. 1998).

¥4 CCIPS MANUAL, supra note 2, at Part III(E); Andersen Consulting v. UOP, 991 F. Supp.
1041 (N.D. IlI. 1998).

1518 U.S.C. § 2702(b)(5). See generally, CCIPS MANUAL, supra note 2, at Part l1I(E).

1642 U.S.C. §13032. See generally, CCIPS MANUAL, supra note 2, at Part I11(E).
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intended recipient, to a forwarding address, or pursuant to a court order.” ¥

One additional privacy-related issue concerns subscriber information
provided to ISPs as a precondition to obtaining Internet access. From a Fourth
Amendment perspective, the Supreme Court has generally held that there is no
reasonable expectation of privacy in information voluntarily turned over to
third parties.** However, the ECPA provides specific statutory guidance on
this point and imposes certain requirements before such information may be
turned over to a government agent.*®

C. Maxwell, Monroe, and Allen

These three cases, decided by the CAAF, define the current
parameters of military case law on the issue of privacy in cyberspace.
Maxwell establishes that there can be a reasonable expectation of privacy in e-
mail, but is limited in context to the practices and procedures of a particular
ISP (e.g., America Online) and does not involve the use of government
computer systems.’® Monroe, at first glance, appears to establish that there is
no reasonable expectation of privacy in the use of government computer
systems.®™ However, the CAAF qualifies this proclamation by finding that
there is no reasonable expectation of privacy “at least from the” system
administrators.*? In Allen, the CAAF sidestepped the issue of whether there
can ever be a reasonable expectation of privacy in the use of government
computer systems by relying on the doctrine of inevitable discovery.

In Maxwell, United States Air Force Colonel James Maxwell used his
personal home computer, only during off-duty hours, to access the Internet and
send e-mails through AOL.* AOL’s policy and practices provide heightened
privacy protections to subscriber e-mail messages.*® First, they are privately
stored “on AOL’s centralized and privately-owned computer bank located in

W CCIPS MANUAL, supra note 2, at Part II1(E), citing 18 U.S.C. § 2702(b)(1)-(4).

18 See United States v. Miller, 425 U.S. 435 (1976) (holding no reasonable expectation of privacy
in bank records); Couch v. United States, 409 U.S. 322 (1973) (finding no reasonable expectation
of privacy in financial records held by accountant); United States v. Hambrick, 55 F. Supp. 2d
504, 508 (W.D. Va. 1999), aff'd, 225 F.3d 656 (4" Cir. 2000), and cert. denied, 531 U.S. 1099
(2001) (ruling no reasonable expectation of privacy in basic subscriber information maintained by
ISP).

19 1)8 U.S.C. 88 2701-11. See generally, CCIPS MANUAL, supra note 2, at Part 111(B).

%0 45 M.J. 406 (1996).

B! United States v. Monroe, 52 M.J. 326 (2000).

2 1d. at 330.

%8 United States v. Allen, 53 M.J. 402 (2000).

% Maxwell, 45 M.J. at 411.

5 1d. at 417.
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Vienna, Virginia.”* Second, it is “AOL’s practice to guard these [as]
‘private communications’ and only disclose them to third parties if given a
court order.” " When Colonel Maxwell signed up for service with AOL, he
had to provide his name, address and billing information to AOL.** He then
chose screen names.’® The screen name is a unique identifier.®® Colonel
Maxwell chose at least two screen names, “Reddel” and “Zirloc.”** Colonel
Maxwell’s screen name “Reddel” was provided by another AOL subscriber to
the authorities as one of several screen names alleged to be distributing child
pornography on AOL.* The FBI opened an investigation and obtained a
search warrant to obtain information from AOL about the identities of the
users for the identified screen names.*® In anticipation o the warrant, AOL
created a “software program to extract the anticipated requested information . .
. .7® The software program not only extracted the user information for the
identified screen names, but also provided additional screen names for the
identified users, thereby exceeding the scope of the warrant.’® Thus, Colonel
Maxwell’s other user name, “Zirloc,” was provided in AOL’s response to the
search warrant.’® While there was no child pornography associated with the
“Zirloc” screen name, it did contain e-mails from Colonel Maxwell to a junior
Air Force officer discussing Colonel Maxwell’s sexual orientation.* The FBI
turned its files on Colonel Maxwell over to the Air Force for prosecution. *®
Colonel Maxwell was ultimately convicted of offenses pertaining to child
pornography, pursuant to his “Reddel” screen name, and communicating
indecent language, pursuant to his “Zirloc” screen name.’® The CAAF held
that the “Reddel” files were properly obtained. However, the “Zirloc” files
were improperly obtained, would not have been inevitably discovered, and
thus were inadmissible.*

%6 1d.

¥ d.

8 1d. at 411.

% Maxwell, 45 M.J. at 411.

160 1q.

61 1d. at 413 (AOL permits each user to have multiple screen names).

821d. at 412-13.

163 .

84 1d. at 413.

16 Maxwell, 45 M.J. at 412-13. The warrant, because of a typographical error, incorrectly listed
Colonel Maxwell’s “Reddel” screen name as “REDDEL,” but this “scrivener’s error” did not
invalidate the warrant. 1d. at 420.

165 Maxwell, 45 M.J. at 413-14.

7 1d. at 414.

8 1d. at 414.

%9 1d. at 410.

0 d. at 419-20.

7 Maxwell, 45 M.J. at 421-23.
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In Monroe, United States Air Force Staff Sergeant (E-5) Robert
Monroe accessed the Internet and sent and received e-mails through a
government computer system in Osan, Korea.” Users logging onto the
system were alerted, by means of a banner message, that use constituted
consent to monitoring by “HOSTADM.”* Incoming e-mail messages were
directed to a queue where a software program read, sorted, and directed them
to the proper e-mail account.*® Rather than being delivered to the proper e-
mail account, defective or oversized messages were maintained in the queue
for 72 hours.*®  After 72 hours, they were automatically deleted.®
Occasionally, the automatic deletions did not take place and the system would
become slow due to a backlog of undeliverable messages in the queue.”
Several emails addressed to Monroe became “stuck” in the queue.® The
system became slow and the system administrator, troubleshooting the problem
as part of his official duties, opened several of the messages.” He noticed that
many of the e-mails addressed to Monroe came from sexually oriented
newsgroups.’® To clear the queue, the problem messages were moved to
another directory for later examination.®* Several of these e-mails contained
large graphic image file attachments.®™® Opening some of these image files in
an attempt to determine the cause of the system problems, the system
administrator found that they contained pornography.®*® To rule out the
possibility that Monroe was the victim of a prank, the system administrator
opened Monroe’s account and determined that Monroe had requested the
images.® The system administrator then turned the files over to Air Force
Office of Special Investigations (OSI).® The files formed the basis for a
search warrant of Monroe’s dormitory room.** The search turned up both
adult and child pornography.® Monroe entered a conditional guilty plea to
child pornography charges, preserving his right to challenge the legality of the
search on appeal.’®® The CAAF held that there was no reasonable expectation

172 Monroe, 52 M.J. at 328.
% 1d. at 328. “HOSTADM” is a term for system administrator.
174 Id

175 |d

176 Id

T d.

18 Monroe, 52 M.J. at 328.
179 Id

..

8 Monroe, 52 M.J. at 328.
182 |d

8.

8 q.

8 d.

18 Monroe, 52 M.J. at 329.
187 |d

8 1d. at 329.
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of privacy in the use of government computers, at least vis- -vis the system
administrators.® The court further found that the files were legally turned
over to OSI under the ECPA.*

In Allen, United States Air Force First Lieutenant James Allen
accessed his private ISP (“Super Zippo”) through a government computer
system.®t A system administrator, monitoring the system as part of his official
duties, suspected that pornographic images were passing through the firewall
and coming onto the system.*® The system administrator viewed a portion of
one image and “concluded it involved child pornography.”** The discovery
was reported to OSI.* Because Allen lived off-post, OSI agents turnedto
local law enforcement for a search warrant for Allen’s home.* The warrant
did not cover obtaining subscriber information from Super Zippo.* An OSI
agent contacted Super Zippo and asked whether a search warrant or subpoena
was needed to obtain information pertaining to Allen’s account.®” The
manager of Super Zippo consulted with legal counsel and informed the OSI
agent that the only thing needed was a “lawyer request.”**® This advice was
erroneous under the ECPA and Monroe sought to exclude the information
provided by Super Zippo at his courts-martial.®® The CAAF briefly analyzed
the requirements of the ECPA, but declined to reach the issue of whether
Allen had a reasonable expectation of privacy in the e-mails accessed through a
government computer system by concluding that “a warrant would have
inevitably been obtained for these very same records” had the OSI agent been
correctly advised of the requirement.?®

These three cases provide some guidance on the issue of e-mail
privacy expectations on government computer systems. The CAAF is willing
to recognize a reasonable expectation of privacy in e-mail communications in
limited circumstances. These circumstances are unlikely to extend to e-mail
sent from or received through government computer systems. In addition, the

. at 330.

0 1d. (citing 18 U.S.C. § 2702(b), which provides that contents of stored electronic
communications may be turned over to law enforcement when they were inadvertently discovered
and indicate the commission of a crime).

=L Allen, 53 M.J. at 404.

192 1d.

193 |d

% d.

195 |d

9% d.

7 Allen, 53 M.J. at 404.

198 |d

1% 1d. at 408-09.

20 |d. at 409.
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doctrine of inevitable discovery is clearly applicable to evidentiary issues in
cyberspace.

D. Policy Considerations

“Public service is a public trust.”?  Standards of ethical conduct for
the Executive branch were promulgated “[t]Jo ensure that every citizen can
have complete confidence in the integrity of the Federal Government.” 22
Public confidence in government is essential to our democratic way of life.
Public confidence in the military is important for all the same reasons. The
appropriate use of government resources—in this case government computer
systems—is one key component of securing this trust. “Employees shall
protect and conserve Federal property and shall not use it for other than
authorized activities.”?®

The starting point for policy issues pertaining to the use of
government computers is the JER.®* Section 2-301(a) provides that “Federal
Government communications systems and equipment (including Government
owned telephones, facsimile machines, electronic mail, Internet systems, and
commercial systems when use is paid for by the Federal Government) shall
be for official use and authorized purposes only.” This section is punitive, as
indicated by the bold italics letters.®* The critical issue is what constitutes
“authorized purposes.” While some personal use is expressly permitted as an
“authorized purpose,” there are certain limitations.?® Subsection (a)(2)(d)
provides the most express guidance as to limitations on use of e-mail and the
Internet:

Do not put Federal Government
communications systems to uses that would
reflect adversely on DoD or the DoD
Component (such as uses involving
pornography; chain letters; unofficial

21 JER, supra note 32, at § 2-301; Standards of Ethical Conduct for Employees of the Executive
Branch, 5 C.F.R. § 2635.101(a) (2001) (“Public service is a public trust.”).

22 JER, supra note 32, at § 2-301.

28 |d.; Standards of Ethical Conduct for Employees of the Executive Branch, 5 C.F.R. §
2635.101(b)(9) (2001) (“Employees shall protect and conserve Federal property and shall not use
it for other than authorized activities.”).

24 JER, supra note 32.

25 1d. at Promulgating Itr, T (B)(2)(a) (30 Aug. 1993) (“The prohibitions and requirements printed
in bold italics in [this] reference are general orders and apply to all military members without
further implementation.”).

26 JER, supra note 32, at § 2301(a)(2) (identifying limited circumstances where Federal
Government communication systems may be used for personal communications).
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advertising, soliciting or selling except on
authorized bulletin boards established for
such use; violations of statute or regulation;
inappropriately handled classified
information; and other uses that are
incompatible with public service . . . ).

Each of the services has some form of policy that permits or even
encourages military personnel to use e-mail for personal, morale related
purposes (to communicate with family and friends) and to use the Internet for
familiarization.®” The policies differ somewhat, but the bottom line is that
personal use, subject to reasonable limitations, is authorized.® The service
policies all identify examples of acceptable and prohibited uses. Some
common baseline prohibitions, consistent with the guidance provided in the
JER section 2-301, limit personal use to a reasonable duration and frequency
(preferably on personal time),” to not overburden the communication
system,?° to result in no significant additional cost to DoD,? to not adversely
affect performance of official duties,?? and to not reflect adversely on DoD or
the service component.

27 U.S. Army current policy provides, in part, that “Army email users should use email
resources responsibly and abide by normal standards of professional and personal courtesy and
conduct at all times. Message, 151106Z Apr 98, Headquarters, Dep’t of Army, SAIS-ZA,
subject: Inappropriate Use of Electronic Mail (E-mail) (15 Apr. 1998). U.S. Air Force current
policy starts out with the statement that “Air Force members and employees use government
communications systems with the understanding that any type of use, authorized or unauthorized,
incidental or personal, serves as consent to monitoring. “ U.S. DEP’T OF AIR FORCE, SECRETARY
OF THE AIR FORCE INSTR. 33-119, ELECTRONIC MAIL (E-MAIL) MANAGEMENT AND USE, 13.1 (1
Mar. 1999). U.S. Navy current policy. At present, there is no Navy-wide policy. Delineating
the scope of the use of e-mail and the Internet for personal use is left up to individual commands.
However, a joint message to all Atlantic, Pacific, European and Central fleet commands
established a policy to “promote the widest permissible use of Government information systems to
access . . . the Internet, brows[e] the World Wide Web, and communicat[e] via electronic mail.”
Message, 042354Z May 00, Commander in Chief, Atlantic Fleet, subject: Internet Policy, 1 1 (04
May 2000). This policy was established in recognition that the best way to develop information
technology skills is to get on the internet as the preferred means to access, develop and exchange
information. 1d.,7 2. U.S. Marine Corps policy is also to leave local commands to determine
permissible uses, with the understanding that personal use is specifically authorized, subject to
reasonable limitations. Message, 020800 May 99, Commandant, Marine Corps, DC/C4l, subject:
Information Assurance Bulletin 1-99, Appropriate Use of Marine Corps Information Resources,
1 (2 May 1999).

28 |d.

29 JER, supra note 32, at § 2-301(a)(2)(b).

201d. at § 2-301(a)(2)(e)-

211 |d

22 |4, at § 2-301(a)(2)(a).
2314, at § 2-301(a)(2)(d).
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Both the JER and the log-on banner on government computers put
military members on notice that their use constitutes consent to monitoring. 2
Both the applicable punitive section in the JER #* and the log-on banner clearly
pertain to monitoring of content, as well as context (where the person travels
in cyberspace). “Every user who sees the banner before logging on to the
network has received notice of the monitoring: by using the network in light of
the notice, the user impliedly consents to monitoring pursuant to 18 U.S.C. §
2511(2)(c)-(d).” s

Inevitably, some type of monitoring must take place on government
computer systems, particularly as we become more and more reliant on this
technology to perform our missions.  Systems protection monitoring is
necessary to protect “against system malfunction and, more importantly,
unlawful intrusions into our communications networks . . . “ and defense
infrastructure.?’

While context monitoring is easily justified in the use of government
computers, and content monitoring is arguably justified in at least some
instances, there is one area where the courts must recognize a reasonable
expectation of privacy in the use of government computers. This area is that
of privileged communications. One military case came close to confronting
this issue.

In United States v. Tanksley,?® a Navy doctor (O-6), under suspicion
for taking indecent liberties with a female under the age of 16, was relieved of
his medical duties and temporarily assigned to other duties.?* He was given
the use of an office and a computer.? He was working on the computer when
he was called away from his office.?* He closed the office door, but did not

24 1d. at § 2-301(a)(3) (provides: “In accordance with applicable laws and regulations, use of
Federal Government communications systems may be monitored. . .. DoD employees shall use
Federal Government communications systems with the understanding that such use serves as
consent to monitoring of any type of use, including incidental and personal uses, whether
authorized or unauthorized.”). See supra note 6 for an example of a computer notice banner.
The U.S. Air Force has implemented a “Computer User Agreement” to document users express
agreement that they have no expectation of privacy in the use of DoD computers. See Appendix A
for a copy of the agreement, which appears at Appendix 4 of the COMPUTER CRIMES
INVESTIGATOR’S HANDBOOK, prepared by the Office of the Staff Judge Advocate, Air Force
Office of Special Investigations, May 1999 (updated Feb. 2001).

25 JER, supra note 32, at § 2-301(a)(3) (bold italics in the JER indicates provision is punitive).

26 CCIPS MANUAL, supra note 2, at Part IV(C)(3)(b)(i).

27 Coacher, supra note 33, at 156-57.

2854 M.J. 169 (2000).

29d. at 171.

20 Tanksley, 54 M.J. at 171.

2 d.
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lock it and did not close out the document or secure the computer.?? When he
got to his destination, he was apprehended and placed in pre-trial
confinement.? A judge advocate subsequently went to Captain Tanksley’s
office to secure his personal belongings and saw the document Captain
Tanksley had been working on, entitled “Regarding the Charges Now Pending
Against Me,” in plain view on the computer screen.? The officer printed the
document and removed the disk from the computer.? The document was not
used at trial, but on appeal Captain Tanksley claimed that the document was
being prepared for his attorney and was therefore privileged.?

The CAAF disagreed on several grounds.? First, though no one else
shared the office Captain Tanksley was given to use, he did not have exclusive
use of the office and therefore had a reduced expectation of privacy therein.?
Second, the court found that Captain Tanksley had left the document in “plain
view.”? Finally, the court noted that the document was entirely exculpatory
in nature, did not reveal any confidential information about the defense
strategy, produced no new leads for the government, and was not used at
trial ® This decision is potentially troubling unless read narrowly. That is,
that the document really did not contain any privileged matter. If the
document had clearly contained privileged matter, and the CAAF’s decision
were the same, some troubling ethical issues with regard to client
confidentiality could be raised where defense and legal assistance client files
are maintained on government computers.?t

The aspect of systems protection monitoring causing the most concern
involves the system administrator’s ability to monitor all activity and all
content. In the military, system administrators tend to be relatively junior or
mid-grade enlisted personnel.®?>  Subject to local regulations, they are
essentially free to roam at will through the system they are responsible for

22 d.

23 |d.

241d. at 171-72.

2 d.

25 Tanksley, 54 M.J. at 172.

27 d.

28 Tanksley, 54 M.J. at 172.

29 d.

20 Id. (relying on the Supreme Court’s rejection, in Weatherford v. Bursey, 429 U.S. 545, 554
(1977), of a per se rule finding a Sixth Amendment violation when privileged communications are
overheard or read).

Z1 But see infra note 408. Notwithstanding the provisions of note 428, however, ethical issues
may still exist where the attorney knows that government agents are free to view the contents of
files at any time and for any reason.

%2 Observation based on author’s experience.
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administering. At least for certain types of communications,? such unchecked
freedom is unacceptable.

I1. Analysis
A. The Fourth Amendment

The right of the people to be secure in their
persons, houses, papers, and effects,
against unreasonable searches and seizures,
shall not be violated, and no Warrants shall
issue, but upon probable cause, supported
by Oath or affirmation, and particularly
describing the place to be searched, and the
persons or things to be seized.®*

The Fourth Amendment protects against unreasonable searches and
seizures. Before proceeding to the analysis set forth in United States v.
Katz,? a threshold issue must be addressed: whether the search or seizure is
being conducted by or at the behest of government agents. Only if this issue is
resolved in the affirmative, does application of Katz’ two-part test become
necessary to determine whether a legitimate expectation of privacy exists. The
analysis then proceeds to the final step of asking whether the search was
reasonable.

In United States v. Jacobsen,?® the Supreme Court considered the
issue of whether a search was being conducted by government agents. In
Jacobsen, employees of a private freight carrier were examining a package that
had been damaged by a forklift.*” The package was opened to determine
whether its contents were also damaged and inside was found a ten-inch long
tube taped at both ends.?® The employees cut open the tube and found a zip-
lock plastic bag with several other zip-lock plastic bags inside.® The
innermost bag contained a white powder.?® The employees put the contents

23 For example, privileged legal and psychiatric communications, as well as those coming from
higher command level intended for a limited audience.

4 U.S. CoNsT. Amend. IV.

25389 U.S. 347 (1967).

%6 466 U.S. 109 (1984).

B7d. at 111.

3B d.

29 d.

0 d.

28



NAVAL LAW REVIEW XLV

back in the box and called the Drug Enforcement Administration (DEA).**
The DEA agents removed the contents from the box to the same extent as had
the freight carrier employees, but then went one step further and removed a
trace amount of the powder for a field test.?? The field test “identified the
substance as cocaine.”®

The Court found that the “initial invasions” of the package clearly
constituted a private search.? The Court went on to say that “[w]hether those
invasions were accidental or deliberate, and whether they were reasonable or
unreasonable, they did not violate the Fourth Amendment because of their
private character.”? The reopening of the package by the DEA agents was
also not a search so long as it did not exceed the scope of the private search.
Thus, the governmental nature of the search is a critical prerequisite for Fourth
Amendment protections. If the search is a private one, there is no requirement
that it be reasonable. If a government search is done subsequently to a private
search, the government search can be unreasonable to the same extent as the
private search without triggering a Fourth Amendment violation.

The case controlling Fourth Amendment analysis is Katz v. United
States.?” The test was actually set forth in Justice Harlan’s concurring
opinion: “[T]here is a twofold requirement, first that a person have exhibited
an actual (subjective) expectation of privacy and, second, that the expectation
be one that society is prepared to recognize as ‘reasonable.’”#® Only if both of
these conditions are met does the inquiry proceed to the next step—whether the
search is “reasonable.”

If there is no reasonable expectation of
privacy, the Fourth Amendment does not

241 |d

22 Jacobsen, 466 U.S. at 111-12.

23 d. at 112.

24d. at 115.

#5d. at 111.

%6 Jacobsen, 466 U.S. at 111 (noting the court did not find the removal of a trace amount of the
white powder for the purpose of a field test to impermissibly exceed the scope of the private
search). On the issue of scope in the context of a computer search, see United States v. Carey,
172 F.3d 1268 (10th Cir. 1999) (finding law enforcement conducting consent search of computer
for evidence of drug trafficking exceeded scope of consent when they continued to view JPG files
after opening one and determining it to contain child pornography; discovery of the first file was
inadvertent, but searching additional files was unreasonable).

27389 U.S. 347 (1967). For more detail on pre-Katz Fourth Amendment analysis, see Wells,
supra note 53, at 109-116.

#8 Katz, 389 U.S. at 361. This test has since been officially adopted by the Supreme Court as the
controlling standard. Smith v. Maryland, 442 U.S. 735, 740 (1979). See Gilligan & Imwinkelried,
supra note 61, at 326.
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apply and the government may search and
seize without a warrant, probable cause, or
any of the safeguards established by the
Amendment.  If there is a reasonable
expectation of privacy, then courts proceed
to look at the reasonableness of a particular
search or seizure within a particular
context.?®

Applying the Katz test, several activities have been identified where
there is no reasonable expectation of privacy and thus no search protected by
the Fourth Amendment.®® These activities include:

[e]xamining trash left at the curb side for
pickup, sniffing of luggage or automobile
by detection dogs, employing a pen
register, monitoring vehicles on the road by
use of beeper, placing beepers in containers
outside of the home or curtilage,
subpoenaing bank records, using
undercover agents, flying over residential
property, searching destroyed property, and
examining magazines in a bookstore.*

The common rationale in each of these activities, except in the case of drug-
sniffing dogs, is the inability to control access to, and/or disclosure of the
information by, third parties. In essence, the control of disclosure to/by third
parties either never existed or has been surrendered. In the case of drug-
sniffing dogs, the issue is not so much whether a person has a reasonable
expectation of privacy in the item “sniffed,” as it is a judgment by the Court
that this type of search is so non-intrusive that it does “not constitute a ‘search’
within the meaning of the Fourth Amendment.” 22

Courts have also found the existence of a reasonable expectation of
privacy lacking in items that have been previously searched. While there is
generally a reasonable expectation of privacy in closed containers,® this

29 Sundstrom, supra note 5, at 2071.

0 Gilligan & Imwinkelried, supra note 61, at 327.

31 Gilligan & Imwinkelried, supra note 61, at 327 (citations omitted).

%2 United States v. Place, 462 U.S. 696, 707 (1983).

%8 United States v. Chadwick, 433 U.S. 1 (1977) (holding luggage and other closed containers
generally cannot be searched without consent or a warrant). See also, United States v. Most, 876
F.2d 191 (D.C. Cir. 1989) (ruling reasonable expectation of privacy in bag left with store clerk
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expectation is not absolute. Returning to the issue of the private search
initiated by the freight carrier in Jacobsen,? the Supreme Court has held that
an individual has no reasonable expectation of privacy in the contents of a
container previously searched in a lawful manner.® Nor will resealing the
container for some purpose, such as to effect a controlled delivery, restore the
original privacy rights.>

While the Fourth Amendment protects against unreasonable searches
of our “papers” and “effects,”?" there is no reasonable expectation of privacy
in records turned over to third parties.® The rationale is that by turning them
over to third parties, with whom there is no legally recognized privilege, the
individual has no control over the third party’s ability to turn the documents
over to the government.

Turning to case law dealing with computers and/or email, courts
have found no reasonable expectation of privacy in chat rooms, largely
because these are public forums and a user has no control over who can
observe the communications that take place.® In a private employer situation,
a court found no reasonable expectation of privacy in e-mail sent through the
employer’s network, despite the fact that the employer assured employees that
the system was confidential—in other words, employees believed they were not
being monitored.® (Of course, the Fourth Amendment does not apply to

for safekeeping where store policy is to leave bags with clerk while shopping; expectation of
privacy retained even where owner of bag left store where he specifically asked clerk to continue
watching it for him); United States v. Barry, 853 F.2d 1479 (8th Cir. 1988) (finding reasonable
expectation of privacy in suitcase left in airport locker service where locker key and claim check
retained by owner of suitcase). Note that this closed container exception does not apply to
automobiles. See Chadwick, 433 U.S. at 11-13; Cardwell v. Lewis, 417 U.S. 583, 590 (1974);
Cady v. Dombrowski, 413 U.S. 433, 441-42 (1973). See also, Florida v. Jimeno, 500 U.S. 248
(1991) (ruling search of container in automobile not violative of Fourth Amendment); Wyoming v.
Houghton, 526 U.S. 295 (1999) (holding that if probable cause exists to search a vehicle, then the
entire vehicle along with all of its contents may be searched and refusing to create a “passenger
property” exception.).
24466 U.S. 109 (1984).
zzz Hlinois v. Andreas, 463 U.S. 765, 771 (1983).

Id.
A7U.S. CoNsT. Amend. IV.
%8 United States v. Miller, 425 U.S. 435 (1976) (no reasonable expectation of privacy in bank
records); Coach v. United States, 409 U.S. 322 (1973) (no reasonable expectation of privacy in
records handed over to accountant for purpose of preparing tax returns).
%9 United States v. Charbonneau, 979 F. Supp. 1177 (S.D. Ohio 1997).
%0 Smythe v. Pillsbury Co., 914 F. Supp. 97, 101 (E.D. Pa. 1996):

[W]e do not find a reasonable expectation of privacy

in e-mail communications voluntarily made by an
employee to his supervisor over the company email
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private employer-conducted searches.?* This was a civil tort case for wrongful
termination, but the court employed a reasonable expectation of privacy
analysis and found no reasonable expectation of privacy despite the employer’s
policy that the e-mail would be private.)*2 Another court found no reasonable
expectation of privacy in a computer password when it was entered within
plain view of law enforcement.® Yet another court found that a reasonable
expectation of privacy in closed computer files is sufficiently analogous to the
well-established reasonable expectation of privacy in closed containers to
warrant Fourth Amendment protection. ®*

“In considering the reasonableness of asserted privacy expectations,
the Court has recognized that no single factor invariably will be
determinative.”®  Factors that the Court has considered include the
precautions taken by a person to maintain privacy and the “precautions
customarily taken by those seeking privacy.”? The Court also considers
relevant the manner in which a person uses a location.® This factor is
particularly important in those cases where a person is asserting privacy in a
place other than his own home or office. Whereas a person generally does
have a reasonable expectation of privacy in an apartment that does not belong
to him, but which he regularly stays in and keeps belongings in (in other
words, a place in which he is legitimately on the premises),?® he will not have
a reasonable expectation of privacy in a home that he is burglarizing.?® “The
Court on occasion has also looked to history to discern whether certain types
of government intrusions were perceived to be objectionable by the Framers of
the Fourth Amendment.”#° Finally, the Court will look to property rights, as
they “reflect society’s explicit recognition of a person’s authority to act as he
wishes in certain areas, and therefore should be considered in determining

system notwithstanding any assurances that such
communications would not be intercepted by
management. ... [T]he company’s interest in
preventing inappropriate and unprofessional comments
or even illegal activity over its e-mail system
outweighs any privacy interest the employee may have
in those comments.

%L United States v. Jacobsen, 466 U.S. 109, 113-15 (1984).

%2 Smythe, 914 F. Supp. 97.

28 United States v. David, 756 F. Supp. 1385, 1390 (D. Nev. 1991).

%4 United States v. Barth, 26 F. Supp. 2d 929 (W.D. Tex. 1998).

%5 Rakas v. lllinois, 439 U.S. 128, 152 (1978) (Powell, J., concurring).
%6 |d. at 152 (Powell, J., concurring).

%71d. at 153.

%8 Jones v. United States, 362 U.S. 257 (1960).

%9 Rakas, 439 U.S. at 143, n.12.

01d, at 153 (Powell, J., concurring).
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whether an individual’s expectations of privacy are reasonable.” #*

Applying these factors to e-mail is not overly instructive. However, a
few points are worth making. On the subject of precautions taken to preserve
privacy, e-mail can be encrypted, but there are some substantial legal hurdles
to making this a widespread reality.?? Perhaps the Maxwell court hit on the
best solution in this regard, in that the security practices of the ISP may impact
on the reasonableness of a wuser’s expectation of privacy in e-mail
communications.?® On the subject of the manner in which a person uses e
mail, clearly this has become an extremely important means of
communicating, both in our personal lives and in business. The use of e-mail
is very similar to the use of more traditional means of communication. It has,
in many respects, replaced not only first-class mail, because it is so much
faster, but it has also replaced the telephone conversation to a large extent.
When communicating by e-mail, one does not have to worry about busy
signals, answering machines, or administrative assistants screening calls. E
mail bypasses all of that and goes directly to the desk of the intended recipient.
Nor is e-mail dependent on whether a person is “in,” on vacation, or otherwise
away from the workplace. In most cases, e-mail can be retrieved from
wherever one may be. Even without a portable computer, e-mail can now be
accessed from airports and hotels, Internet cafes, libraries, and even cellular
phones. This unmatched versatility has made e-mail the preferred method of
communicating. Building on the manner of use factor, although there is no
“history,” per se, with email, there is ample case law history pertaining to
traditional mail, files, and telephone conversations. All are generally
recognized as protected by the Fourth Amendment.?® We must decide what is
important to us, as a society, to protect.?®

The primary obstacle to finding a reasonable expectation of privacy is

2711 |d

72 See Joel C. Mandelman, Lest We Walk Into the Well: Guarding the Keys—Encrypting the
Constitution: To Speak, Search & Seize in Cyberspace, 8 ALB. L.J. 1. & TECH. 227 (1998)
(discussing “federal government’s mandate that it have access to the code keys used to encrypt
computer transmitted messages, and its restrictions on exporting codes and technology used to
encrypt messages by using any algorithm containing more than 56 bits.”).

73 Maxwell, 45 M.J. 406 (1996).

74 For example, the use of “Instant Messaging” allowing near real-time communication on-line
with another party.

75 See Ex parte Jackson, 96 U.S. 727 (1877) (mail); O’Connor v. Ortega, 480 U.S. 709 (1987)
(file cabinets); Katz v. United States, 389 U.S. 347 (1967) (telephones).

26 Note: Keeping Secrets in Cyberspace: Establishing Fourth Amendment Protection for Internet
Communication, 110 HARv. L. Rev. 1591, 1607 (May, 1997) [hereinafter 110 HARvV. L. Rev.
1591].
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consent.?” There are two general types of consent. Actual or implied consent
by the party whose Fourth Amendment rights are at stake, and third-party
consent by someone with “common authority” 2® to consent.

In United States v. Matlock,?”® the Supreme Court decided the issue of
whether someone other than the deferdant can lawfully consent to a search of
the defendant’s belongings. ® The Court answered this question in the
affirmative, provided the prosecution can show that the party who consented to
the search had “common authority over or other sufficient relationship to the
premises or effects sought to be inspected.”? In Matlock, it was the
cohabitant of the defendant’s bedroom who provided the consent.?

The Court further refined the requirements for third-party consent
searches in lllinois v. Rodriquez.? In this case, police gained entry to the
defendant’s apartment to arrest him with the assistance of a woman who
claimed she shared the apartment with the defendant.? The woman had a key
to the apartment and let the police in.# The defendant sought to suppress all
evidence seized at the time of his arrest on the grounds that the woman did not
have actual authority to consent, since she was no longer living in the
apartment with him at the time she consented to the entry.® The Court held
that third-party consent is valid when based upon a reasonable belief, at the
time of entry, that the consenting party has “common authority.”# Thus,
apparent authority, so long as reasonable, suffices for purposes of third-party
consent.®

There are limits, however, to the authority of third parties to consent.
Third-party consent has not been held valid in cases where a landlord
consented to a search of leased premises,? or where a hotel clerk consented to
a search of a rented hotel room.* In Stoner v. California, the Court stated

27 Sundstrom, supra note 5, at 2090-91.

ZZ United States v. Matlock, 415 U.S. 164 (1974).
Id.

20 Matlock, 415 U.S. at 171.

%1 Matlock, 415 U.S. at 171.

%21d. at 166-169.

23 497 U.S. 177 (1990).

24 1d, at 179-80.

%5 Rodriguez, 497 U.S. at 179-80. See also, United States v. Reister, 40 M.J. 666 (N.M. Ct.

Crim. App. 1994) (addressing third party consent).

%5 Rodriguez, 497 U.S. at 179-80.

287 Id

28 .

%9 Chapman v. United States, 365 U.S. 610 (1961).

20 Stoner v. California, 376 U.S. 483 (1964).
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“the rights protected by the Fourth Amendment are not to be eroded by
strained applications of the law of agency or by unrealistic doctrines of
‘apparent authority.”” %t

From the standpoint of the government employer, if an employee has
a reasonable expectation of privacy in his office or desk, the supervisor’s
consent to law enforcement personnel to search the protected area(s) may be
ineffective.®? However, under the Supreme Court’s holding in O’Connor v.
Ortega,® the supervisor can probably conduct the search himself without
constitutional consequences. ®* This is a fine, but extremely important
distinction. ““Searches and seizures by government employers or supervisors
of the private property of their employees . . . are subject to the restraints of
the Fourth Amendment.”? However, “[t]lhe workplace includes those areas
and items that are related to work and are generally within the employer’s
control.”® Thus, there may be legitimate needs for a supervisor to enter an
employee’s workspace and search for work-related items.?” For example, an
employee may be working on a report. While the employee is out of the
office, the supervisor may need to look at the report. For this purpose, the
supervisor can legitimately enter the employee’s office to look for the report.
In this quest, the supervisor may find contraband. So long as the supervisor
was searching the employee’s workspace for workrelated purposes, rather
than law enforcement purposes, the search will almost certainly be considered
reasonable. The key is the purpose of the search. Additionally, the court
found that “[p]Jublic employees’ expectations of privacy in their offices, desks,
and file cabinets, like similar expectations of employees in the private sector,
may be reduced by virtue of actual office practices and procedures, or by
legitimate regulation.”?® The lesson for government employers is to have a
policy or regulation permitting broad supervisor access to employee
workspaces.  Absent such policy or regulation, however, the Fourth
Amendment is not likely to be offended so long as the supervisor conducts the

21 d. at 488.

%2 United States v. Blok, 188 F.2d 1019 (D.C. Cir. 1951).

28480 U.S. 709 (1987).

24 1d. at 720-21.

25 d. at 714.

%6 1d. at 715.

27 1d. at 717.

28 0’Connor v. Ortega, 480 U.S. 709, 717 (1987). See also, Katz, 389 U.S. at 361. In Katz, the
Court established a two prong analysis to determine the existence of a Fourth Amendment
expectation of privacy: (1) the objective test — is the accused’s expectation reasonable and one that
society is willing to recognize; (2) the subjective test -- has the accused manifested a subjective
belief that he or she possesses a privacy interest in the matter? Command or agency regulations
and practices can reduce or eliminate the individual’s subjective expectation of privacy under the
Fourth Amendment (e.g., the use of computer log on banners and/or user agreements).
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search and can articulate a work-related purpose.

Particularly in the context of a military base or other federal facility,
the actual or implied consent of the individual is an extremely powerful
exception to the Fourth Amendment’s warrant requirement. In United States
v. Ellis,® William Gaskamp drove his personal vehicle onto the Naval Air
Station, Pensacola, Florida.® When he entered the base, he accepted a
visitor’s pass at the gate.® The front of the pass states:

DISPLAY IN WINDSHIELD WHILE ON
STATION DESTROY AFTER LEAVING
STATION VISITOR Acceptance of this
pass gives your consent to search of this
vehicle while entering, aboard, or leaving
this station. 32

While on the Naval Air Station, a station investigator observed
Gaskamp removing a “neatly wrapped brown towel” from the trunk of his car
and taking it into the barracks.* The investigator followed Gaskamp to the
room of David Ellis, a member of the United States Navy.® The investigator
requested permission to search Gaskamp’s vehicle.® Gaskamp hesitated, so
the investigator asked if he had read the visitor’s pass.*®  Gaskamp
acknowledged that he had read the visitor’s pass and the investigator asserted
his right to search the vehicle.* He found twenty plastic bags of marijuana.*®
On the issue of the validity of the warrantless search, the court found that “[a]
base commander may summarily exclude all civilians from the area of his
command. It is within his authority, therefore, also to place restrictions on the
right of access to a base.”* The court held “the consent was knowing and
voluntary and could have left Gaskamp with no reasonable expectation of
privacy in his vehicle. The right to make a search pursuant to such consent
does not turn on the presence of probable cause.”

20 547 F.2d 863 (5th Cir. 1977).
0 E|lis, 547 F.2d at 865.
01 E|lis, 547 F.2d at 865.
02 |g,

0 |q,

W |d. at 864-65.

% |d_ at 865.

%6 Elis, 547 F.2d at 865.
07 |,

28|,

2 |d _at 866.

310 Id
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Consent, whether express or implied, is a powerful exception to the
Fourth Amendment search restrictions. For purposes of implied consent, at
least in certain circumstances, such as when logging onto government
computer systems or accessing a military facility, the fact that consent is a
mandatory prerequisite to access is not relevant. The choice is to proceed onto
the military installation knowing that to do so constitutes consent to a search,
or choosing not to proceed. The choice is to log onto the government
computer system, knowing that to do so constitutes consent to monitoring, or
to choosing not to log on. In Ellis, Gaskamp acknowledged that he had read
the visitor’s pass.® However, had he not done so, it is unlikely the court’s
decision would have been any different. Again, Gaskamp had a choice to read
or not read the pass. He should not be able to use ignorance or obstinacy to
avoid the consequences of his choices. To the extent users of government
computer systems consent to monitoring each time they log on to the system,
there can be no reasonable expectation of privacy in that use.

While many cases have further shaped the Fourth Amendment
analysis to keep up with technological advancements, Maxwell was the first to
directly tackle the issue with respect to e-mail.?2 As the court stated, “[t]his
case takes us into the new and developing area of the law addressing the virtual
reality of ‘cyberspace . .. .””38

Maxwell is extremely important for establishing, albeit in a limited
context, that there can be a reasonable expectation of privacy in e-mail.®* It is
important to note that Maxwell’s holding in this regard is very fact dependent.
The facts relevant to this inquiry are that Colonel Maxwell used only his
personal home computer and only during off-duty hours, to access the Internet
and send e-mails through AOL.%5 AOL’s policy and practices provide e-mail
messages heightened privacy.®® First, they are privately stored “on AOL’s
centralized and privately-owned computer bank located in Vienna, Virginia.”
Second, “[i]t was AOL’s practice to guard these ‘private communications’ and
only disclose them to third parties if given a court order.”*#® The court found

S Ellis, 547 F.2d at 865.

%12 45 M.J. 406, 410 (1996).

313 Maxwell, 45 M.J. at 410.

34 1d. at 417-18 (Maxwell has no precedential value outside the military courts, but is frequently
cited with approval: Guest v. Leis, 255 F.3d 325, 333, 336 (6th Cir. 2001); United States v.
Carey, 172 F.3d 1268, 1273 (10th Cir. 1999); United States v. Reppert, 76 F. Supp. 2d 185, 187
(D. Conn. 1999); United States v. Hambrick, 55 F. Supp. 2d 504, 508 (W.D. Va. 1999); United
States v. Stevens, 29 F. Supp. 2d 592, 594 (D. Alaska 1998)).

315 Maxwell, 45 M.J. at 411.

%6 1d. at 417.

317 1d.

318 |d
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these factors critical to its holding that Colonel Maxwell had a limited
reasonable expectation of privacy in his email messages sent and received
through AOL.3

In terms of Internet communications, the Maxwell court found that
“the more open the method of transmission, such as the ‘chat room,’ the less
privacy one can reasonably expect.”® The court also recognized that “once
the transmissions are received by another person, the transmitter no longer
controls its destiny.”®  Thus, there is a limited circumstance (when the
electronic method employed maximizes the users actual privacy) and a limited
time period (where the e-mail has been sent but not yet opened by the intended
recipient) in which the sender of an e-mail enjoys a reasonable expectation of
privacy. But in the context of using government computer systems, Maxwell
has little practical application, since Colonel Maxwell’s Internet activities were
conducted solely from his personal computer located in his home.s?

In deciding, in Maxwell, that there is a limited reasonable expectation
of privacy in e-mail, the CAAF analogized e-mail to two separate
communications media where the Supreme Court has already recognized a
legitimate expectation of privacy.® First, the court analogized e-mail to first
class mail** and concluded, “the transmitter of an email message enjoys a
reasonable expectation that police officials will not intercept the transmission
without probable cause and a search warrant.” % Of course, as with first-class
mail, once the email is received and opened by the intended recipient, the
sender no longer has control over the contents.®® The court also found that
“[t]he fact that an unauthorized ‘hacker’ might intercept an e-mail message
does not diminish the legitimate expectation of privacy in any way.” %

The court noted one significant difference from first-class mail: the
fact that, because of the nature of Internet transmissions, the ISP can access
the e-mail and see its contents before it is opened by the addressee.*

319 Id.

30 Maxwell, 45 M.J. at 417.

®1d. at 418.

%2 1d. at 411. See also, Monroe, 52 M.J. at 330-31 (finding no reasonable expectation of privacy
in personal communications sent or received using government computer system).

323 Maxwell, 45 M.J. at 417-418.

%4 |d. at 417 (citing Gouled v. United States, 255 U.S. 298 (1921) for the holding that sender of
first-class mail has reasonable expectation of privacy in contents until received by the intended
recipient).

%5 Maxwell, 45 M.J. at 418.

5 1d. at 418.

7 d.

28 |d.
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Significantly, the court found that even this possibility did not destroy the
legitimate expectation of privacy in the e-mail during transmission vis- -vis the
police.® The court recognized one significant problem with this analogy, but
did not devote a great deal of analysis to the issue.® If “the relationship of a
computer network subscriber to the network is similar to that of a bank
customer to a bank, [then] . . . there is no reasonable expectation that the
records are private.”** This could ultimately prove to e a critical issue in
terms of Fourth Amendment analysis, but the ECPA does deal with this
issue.*?

The Maxwell court also analogized e-mail to telephone
conversations.®  While “the maker of a telephone call has a reasonable
expectation that police officials will not intercept and listen to the conversation
. . . the conversation itself is held with the risk that one of the participants may
reveal what is said to others.”® In this type of analogy, the ISP would be
more akin to a telephone operator. The fact that the telephone operator can
listen in on the conversation does not vitiate the caller’s legitimate expectation
of privacy in the call.®® The problem is that neither analogy translates
smoothly to e-mail.

Various commentators have canvassed the prablems in attempting to
analogize e-mail to existing forms of communications.®®  The principle
problem is the amorphous quality of cyberspace. The Fourth Amendment may
protect “people, not places,”*” but when it comes to cyberspace, courts, for
lack of a better approach, tend to employ a “place-oriented approach.” =
Under this approach, “the degree of privacy protected by the Amendment
depends on where . . . [a search] occurs.”® The boundless nature of
cyberspace is much more akin to “open fields” than to the privacy of a home
or office under this approach, which does not bode well for finding a

29 1d.

30 Maxwell, 45 M.J. at 418.

1 d.

32 See discussion on ECPA, supra, part 11(B) (spelling out in detail what information can be
disclosed, when, and to whom).

33 Maxwell, 45 M.J. at 418.

% |d. But see, Watkins v. L.M. Berry & Co., 704 F.2d 577, 584 (11th Cir. 1983) (“The
expectation of privacy in a conversation is not lost entirely because the privacy of part of it is
violated.”).

%5 California v. Greenwood, 486 U.S. 35, 36 (1988).

3% See e.g., Jackson, supra note 60; Katopis, supra note 103; Knopf, supra note 60; and 110
HARV. L. REV. 1591, supra note 276.

%7 Katz v. United States, 389 U.S. 347, 351 (1967).

38 Knopf, supra note 60, at 86.

39110 HARV. L. REV. 1591, supra note 276, at 1599.
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reasonable expectation of privacy in e-mail.

The Maxwell court bravely applied the mail and telephone analogies,
but these do not provide “a convincing analytical framework with which to
govern Fourth Amendment jurisprudence in cyberspace.”* One commentator
analogized an email message to a “cross between a telephone call and a
postcard . . .”, where the message body is the equivalent of a telephone
conversation and the address portion is the equivalent of the postcard.* The
principal problem with this analogy is that the address portion of an e-mail
may also contain the subject line, which may equate to content.*? But, if the
postcard analogy holds, like the lack of any expectation of privacy in the
contents of a postcard, the sender of an email would not have a legitimate
privacy interest in the subject line, regardless of whether it also contains
“content.”

The end result, with no viable analogy to e-mail, is that a risk analysis
framework—the only remaining solution—Ilargely vitiates any expectation of
privacy in email communications because “[e}mail on the Internet is not
routed through a central control point, and can take many and varying paths to
the recipients. Unlike postal mail, simple e-mail generally is not ‘sealed’ or
secure, and can be accessed or viewed on intermediate computers between the
sender and recipient.”* Similarly, if analogizing communication via e-mail to
telephone calls, under a risk analysis approach, the closer fit is to cordless
telephone calls, which some lower courts have held do not enjoy a reasonable
expectation of privacy because of the ease of interception.® However, when
considering an issue as important as the privacy of our communications, there
is something unsettling about allowing the protections of the Fourth
Amendment to be supplanted by mere “ease of interception.” ¥

#0110 HARV. L. REV. 1591, supra note 276, at 1599.

#1 Katopis, supra note 103, at 190-91.

2 |d.

¥ ACLU v. Reno, 929 F. Supp. 824, 834 (1996). See also, 110 HARv. L. Rev. 1591, supra
note 276, at 1597.

¥4 See McKamey v. Roach, 55 F.3d 1236, 1239-40 (6th Cir. 1995); In re Askin, 47 F.3d 100,
104-06 (4th Cir. 1995); United States v. Smith, 978 F.2d 171, 177-81 (5th Cir. 1992) (“No
reported decision has concluded that a cordless telephone user has a reasonable expectation of
privacy in his cordless phone conversations under Title Il [of the ECPA] or the Fourth
Amendment.”); Tyler v. Berodt, 877 F.2d 705, 706-07 (8th Cir. 1989); and United States v. Carr,
805 F. Supp. 1266, 1271 (E.D. N.C. 1992) (ruling cordless phones not protected by the ECPA -
“Those who use cordless telephones do so at their peril.””). See also, 110 HARv. L. Rev. 1591,
supra note 276, at 1598.

#5110 Harv. L. Rev., supra note 276, at 1598 (“Pure ease of interception cannot render an
expectation of privacy unreasonable, however, because such a rule would remove well-settled
Fourth Amendment protections[.]””); Jackson, supra note 60, at 105 (“Electronic communications
vulnerability to interception is not a sound reason for giving it less protection[.]”).
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A final analogy is to a closed container.* While individuals generally
retain a reasonable expectation of privacy in closed containers, including
computers, under their control,* the analogy fails in the context of
government computer systems. Government computers are not under the
employee’s control in the way their personal purse, luggage, or briefcase
would be. Government computers are under the government’s control.
Though the court in United States v. Villarreal,*® stated “[i]ndividuals do not
surrender their expectations of privacy in closed containers when they send
them by mail or common carrier . . .”,* there must have been a reasonable
expectation of privacy to start with.

An alternative solution is needed. One such solution could be based
on Katz’s “people, not places™” approach.® Katz provides a standard that that
might work if society is willing to recognize the reasonableness of an
expectation of privacy: “[w]hat a person knowingly exposes to the public, even
in his own home or office, is not a subject of Fourth Amendment protection . .
., [bJut what he seeks to preserve as private, even in an area accessible to the
public, may be constitutionally protected.”** Under this standard, despite the
differences created by technology, the first-class mail analogy would work.
The sender of an e-mail could expect a reasonable expectation of privacy in e-
mail, at least until the recipient receives it, as with first-class mail. Once the
recipient has it, of course, the sender no longer has any control over who it
may be forwarded to or shown to. The sender’s expectation of privacy in that
e-mail thus diminishes incrementally to the extent that the recipient chooses to
permit others to see it.*?

Another proposed solution is to use the exceptions to the warrant
requirement to identify factors that must be absent “in order to protect the
privacy of one’s communications.”* The primary relevant exceptions are
consent, disclosure to third parties, and open view.®* In the context of
government workplaces and government computer systems, the consent
exception is unlikely to provide assistance, because use of government

¥6 CCIPS MANUAL, supra note 2, at Part | (B)(2).

7 d.

%8 963 F.2d 770 (5th Cir. 1992).

¥ 1d. at 773-74.

%0 Katz, 389 U.S. at 351.

®1d.

2 Maxwell, 45 M.J. at 417.

%8110 HARV. L. REV. 1591, supra note 276, at 1599-1600.
4 d.
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computer systems constitutes consent to monitoring.* In terms of third-party
consent, however, an unsettled issue is whether network or system
administrators can lawfully consent to a search.® Resolution of the issue will
depend on whether system administrators are viewed as more akin to landlords
and hotel clerks, or to a person with “common authority.”

As far as disclosure to third parties, the sender of an e-mail would
have a reasonable expectation of privacy is the communication until it has
reached the intended recipient. Once it is in the hands of the recipient, the
sender no longer has a legitimate expectation of privacy, as well as no standing
to object to a search of its contents, to the extent that the third party chooses to
disclose the contents to anyone else.®

In Smith v. Maryland,*® the Supreme Court recognized that the Katz
analysis might not apply to every situation.® Cyberspace may very well turn
out to be one of these situations. As the Court presciently observed, strict
application of Katz may not always be appropriate.® The Court proposed two
scenarios whereby an individual’s subjective expectation of privacy may be
nonexistent, but where there would nevertheless be a reasonable expectation of
privacy because of society’s firm belief that an objective expectation of privacy
existed.

For example, if the Government were
suddenly to announce on nationwide
television that all homes henceforth would
be subject to warrantless entry, individuals
thereafter might not in fact entertain any
actual expectation of privacy regarding
their ~ homes, papers, and effects.
Similarly, if a refugee from a totalitarian
country, unaware of this Nation’s
traditions, erroneously assumed that police
were continuously monitoring his telephone
conversations, a subjective expectation of
privacy regarding the contents of his calls
might be lacking as well. In such

%5 See supra note 6 for sample banner.

%6 See 110 HARV. L. REV. 1591, supra note 276, at 1600.
®7|d. at 1600-01.

%6442 U.S. 735 (1979).

9 1d. at 741.

%0 |d. at 741, n.5.

%1 d.

42



NAVAL LAW REVIEW XLV

circumstances, where an individual’s
subjective expectations had been
‘conditioned’ by influences alien to well-
recognized Fourth Amendment freedoms,
those subjective expectations obviously
could play no meaningful role in
ascertaining what the scope of Fourth
Amendment  protection  was. In
determining  whether a  ‘legitimate
expectation of privacy’ existed in such
cases, a normative inquiry would be
proper.%?

This provides a simple and workable standard in keeping with the spirit of the
Fourth Amendment that all persons shall be “secure in their . . . papers.”* E-
mail, in so many ways, has replaced more traditional methods of
correspondence, both personally and in business relations. Whereas our files
and letters are widely recognized as “papers” protected by the Amendment,
our newest form of communicating deserves no less protection.® The
normative inquiry “requires a judgment about the kind of society in which we
want to live; in determining ‘reasonable expectations,” we cannot divorce the
level of privacy that the Constitution does protect from a judgment about how
much privacy our society ought to protect.”* “As technology evolves so do
societal expectations of reasonableness.” ¥

The final inquiry is whether the search is reasonable.® “The Fourth
Amendment commands that searches and seizures be reasonable.” * The
Fourth  Amendment does not proscribe all searches and seizures by the
Government, only those that are *“unreasonable.”*® In the context of searches

%2 Smith v. Maryland, 442 U.S. at 741, n.5.

%3 U.S. ConsT. Amend. IV.

%4 See Barrera & Okai, supra note 74 (discussing the ““correspondence privacy paradigm” which
questions whether electronic documents are any less worthy of privacy protections than physical
documents).

%5110 HARV. L. REV. 1591, supra note 276, at 1607.

%5 Bayens, supra note 53, at 242.

%7 “The ultimate standard set forth in the Fourth Amendment is reasonableness.” Cady V.
Dombrowski, 413 U.S. 433 (1973).

38 United States v. Montoya de Hernandez, 473 U.S. 531, 537 (1985).

%9 Florida v. Jimeno, 500 U.S. 248, 250 (1991) (“The touchstone of the Fourth Amendment is
reasonableness. The Fourth Amendment does not proscribe all state-initiated searches and
seizures; it merely proscribes those which are unreasonable.”).
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within the government workplace, the seminal case is O’Connor v. Ortega. °
The Court considered first whether there were circumstances in which there
could be a reasonable expectation of privacy in a government workplace.®"
Finding that there could be, under the appropriate circumstances, the Court
then provided the appropriate standard for determining when a workplace
search is reasonable.3?

A critical determination, particularly if there is even a remote hope of
finding a reasonable expectation of privacy in personal e-mails sent through
government computer systems, was the Court’s finding that “[s]earches and
seizures by government employers or supervisors of the private property of
their employees . . . are subject to the restraints of the Fourth Amendment.” 3?
However, this is severely limited not only by the fact that users of government
computer systems consent to monitoring, but also by the fact that “the
reasonableness of an expectation of privacy, as well as the appropriate
standard for a search, is understood to differ according to context . . . .” %
Another important limitation expressly recognized by the Court is that this
expectation of privacy “may be reduced by virtue of actual office practices and
procedures, or by legitimate regulation.”* Regulation, to one extent or
another, is standard in the military workplace.

The Court addressed the issue that although the workplace is the
property of the employer, this does not mean that every item brought into it by
employees is also the property of the employer.®® For example, if an
employee brings luggage, a handbag, or a briefcase to the office, “[w]hile
whatever expectation of privacy the employee has in the existence and the
outward appearance of the [item] is affected by its presence in the workplace,
the employee’s expectation of privacy in the contents . . . is not affected in the
same way.”®"  This distinction may be important in the context of a
government employee bringing a computer diskette with personal files to the
workplace.

Turning to the standard of reasonableness for a workplace search by

370480 U.S. 709 (1987).

S1d. at 711-12.

$21d. at 712.

8% O’Connor v. Ortega, 48 U.S. at 715.

374 Id.

3% |d. at 716. (See the effect of this limitation in action in United States v. Simons, 206 F.3d 392
(4th Cir. 2000); Schowengerdt v. United States, 944 F.2d 483 (9th Cir. 1991); and Am. Postal
Workers Union v. United States Postal Serv.. 871 F.2d 556 (6th Cir. 1989)).

86 O’Connor v. Ortega, 48 U.S. at 715.

S71d. at 716.
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the government as employer, the Court held that the government employer
may intrude “on the constitutionally protected privacy interests of government
employees™ in two circumstances.® First, the government as employer may
conduct noninvestigatory, work-related searches.®® Second, the government
employer may search pursuant to an investigation into work-related
misconduct.® Such searches are constitutionally permitted so long as “both
the inception and the scope of the intrusion [are] reasonable.” *

The Court provided that the search of a government employee’s office
will be “’justified at its inception’ when there are reasonable grounds for
suspecting that the search will turn up evidence that the employee is guilty of
work-related misconduct, or that the search is necessary for a noninvestigatory

work-related purpose such as to retrieve a needed file.”

Theoretically, this model could be applied to searches of e-mail.
System administrators would be unimpeded in conducting noninvestigatory
work-related searches, such as system maintenance. But searches of e-mail
content beyond that would have to meet the reasonableness standard for
suspected work-related employee misconduct.® Of course, if the employee is
using a government computer system, any misconduct related thereto is clearly
work-related, even if otherwise personal, because of the use of the government
computer system. But this type of search assumes lack of consent. In the use
of government computer systems, with the warning banners notifying users
that use constitutes consent to monitoring, arguably there is consent for any
search, content or otherwise, of the files and activity resident on a government
computer, whether reasonable or unreasonable.

One final issue that must be considered under Fourth Amendment
analysis is the impact of inevitable discovery. The United States Supreme
Court formally recognized inevitable discovery as an exception to the

88 O’Connor v. Ortega, 48 U.S. at 725. Note that in the context of government computer
systems, the additional issue of consent and/or waiver is raised as a result of the log-on banner (or
U.S. Air Force user agreement), thereby degrading or eliminating any reasonable expectation of
privacy.

379 1d.

%0 |d. Note that the misconduct must be “work-related.” See United States v. Simons, 206 F.3d
392, 401 (4th Cir. 2000) (“This situation may be contrasted with one in which the criminal acts of
a government employee were unrelated to his employment.”).

%L O’Connor v. Ortega, 480 U.S. at 726.

2 |d.

3 Admittedly, any use of a government computer system is “work related” and any misuse of a
government computer system is a violation of the UCMJ art. 92. The threshold suggested implies
some reasonable suspicion of misconduct prior to any investigatory search of e-mail.

45



2001 Searching for Privacy in all the Wrong Places

exclusionary rule in Nix v. Williams.® Most state and federal courts,
including every Federal Court of Appeals, already recognized the exception. ¥
The CAAF (then called the Court of Military Appeals)*® formally recognized
the exception two years before Nix in United States v. Kozak .*” The Nix Court
set forth the prosecution’s burden:

If the prosecution can establish by a
preponderance of the evidence that the
information ultimately or inevitably would
have been discovered by lawful means . . .
then the deterrence rationale has so little
basis that the evidence should be received.
Anything less would reject logic,
experience, and common sense.*

In Maxwell, the issue was whether the files under Colonel Maxwell’s
other user names, in particular “Zirloc,” would have been inevitably
discovered absent AOL’s voluntary disclosure of this information based on
what it anticipated the search warrant would request.® The court rejected the
assertion that the e-mails would have been inevitably discovered on the
grounds that Air Force investigators “had ample, validly seized, evidence”
under Colonel Maxwell’s other screen name, indicating that he had been
involved in sending and receiving child pornography.® The court assumed
that this would have been enough “dirt” to satisfy the investigators and that
they would have overlooked any additional misconduct found in their lawful
search of Colonel Maxwell’s computer.® This is a narrow view of criminal
investigations. A search of Colonel Maxwell’s computer would have turned
up all of his screen names, including “Zirloc.” It is not only likely, but
probable, that Air Force investigators would have sought, and rightfully
obtained, copies of the emails sent and received under the additional screen
names to see if any additional child pornography activity existed. *?

34467 U.S. 431 (1984).

¥ |d. at 440-441 and n.2.

%5 0On October 5, 1994, the National Defense Authorization Act for fiscal year 1995, Pub. L. No.
103-337, 108 Stat. 2663 (1994), renamed the United States Court of Military Appeals the United
States Court of Criminal Appeals for the Armed Forces (the CAAF).

%712 M.J. 389 (C.M.A. 1982).

3 Nix, 467 U.S. at 444.

% Maxwell, 45 M.J. 406.

01d. at 422.

®1d.

%2 Gilligan & Imwinkelried, supra note 61, at 341-42.
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Compare the CAAF’s rejection of inevitable discovery in Maxwell
with the result in Allen, where the CAAF found that inevitable discovery did
apply.* Because a warrant could—and clearly would—easily have been
obtained in Allen, the CAAF found that the evidence would have been
inevitably discovered.® In Maxwell, it appears that the CAAF was imposing
some sort of “good faith” requirement on the ISP and was thus incorrectly
decided. AOL clearly exceeded the scope of the warrant and, without the
“bonus” information, OSI would have had to take extra investigatory steps to
obtain the information. “Super Zippo,” on the other hand, consulted with
legal counsel prior to providing the information and, though the advice was
wrong, the information provided would have ultimately been obtained anyway,
because a warrant would have been secured if the OSI agent had been told it
was required. However, the Supreme Court in Nix v. Williams
unambiguously rejected a good faith requirement in the context of inevitable
discovery.*®

One of the rare factual scenarios where inevitable discovery clearly
would not apply is illustrated in United States v. Hambrick.® Hambrick was
in a chat room called “Gay dads 4 sex.”* An undercover New Hampshire
police officer was observing the activity in the chat room and decided to find
out the identity of the person using the screen name “Blowuinva.”** He
obtained a New Hampshire state subpoena and served it on Blowuinva’s ISP. *°
The subpoena, though apparently valid on its face, was invalid because the
justice of the peace who signed it was also a police officer who worked with
the undercover officer.® The information provided by the ISP identified
Hambrick, but he was a resident of another state. Thus, the New Hampshire
officer turned the case over to the FBI.“? The court correctly held that the
inevitable discovery exception did not apply because, even though the same
records were obtained by the FBI pursuant to a valid grand jury subpoena, the
FBI would never have even known about the case but for the invalid New
Hampshire warrant.*®

8 Allen, 53 M.J. at 409.

¥4 1d. at 409.

%5467 U.S. 431 (1984).

36 1d. at 445 (“[T]hat view would put the police in aworse position than they would have been in
if no unlawful conduct had transpired. ... We reject that view.”).

%755 F. Supp. 2d 504 (W.D. Va. 1999), aff'd by 225 F.3d 656 (4th Cir. 2000) and cert. denied
531 U.S. 1099 (2001).

%8 Hambrick, 55 F. Supp. 2d at 505.

9 1d.

A0 d.

“L1d. at 506.

42 Hambrick, 55 F. Supp. 2d at 509.

4B d.
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The inevitable discovery exception has the potential to have enormous
impact in cyberspace. Because of technological realities, there are conceivably
very few circumstances in which inevitable discovery would not apply. In
Maxwell, the CAAF found that inevitable discovery did not apply.“®* In Allen,
without any meaningful discussion, the court found that inevitable discovery
did apply.“® The only substantial difference between the two cases is the issue
of good faith. Yet, in Nix v. Williams,*s the Supreme Court specifically stated
that good faith was not relevant to the inevitable discovery inquiry. The
operative facts in Hambrick represent a unique circumstance where inevitable
discovery actually will not apply to cyberspace searches.

Where, then, does this leave us? Despite some well-presented
arguments to the contrary, “7 on a constitutional level, principally because of
user consent to monitoring and legitimate agency policies, a reasonable
expectation of privacy is unlikely to be found with respect to the use of
government computer systems. There is one possible exception that has not
yet been adequately tested: privileged communications.  While system
administrators will still be able to view the content of these communications
and files absent voluntary agency safeguards, it is likely that the courts will
recognize the special nature of this type of information and not permit its
exploitation and use in the same manner that non-privileged communications
can be exploited.”® As Lieutenant Colonel Coacher states, “[p]rotection for
this kind of information does not cease simply because electronic
communications are subject to monitoring.” *®

Some sort of system must be implemented to afford this type of

4% Maxwell, 45 M.J. at 422.

4% Allen, 53 M.J. at 409.

406 467 U.S. 431 (1984).

47 See e.g., Sundstrom, supra note 5.

4%® Regarding the attorney-client privilege for confidential communications, ““[a] communication is
‘confidential’ if not intended to be disclosed to third persons other than those to whom disclosure
is in furtherance of the rendition of professional legal services to the client or those reasonably
necessary for the transmission of the communication.” MANUAL FOR COURTS-MARTIAL , UNITED
STATES, MIL. R. EVID. 502(b)(4) (2000) [emphasis added]. See also, ABA Comm. On Ethics and
Prof’l Responsibility, Formal Op. 99-413 (1999) (Attorneys may use unencrypted email to
transmit information relating to representation of clients without violating the Model Rules of
Professional Conduct. Opinion equates e-mail with commercial mail, land-line telephones and fax
transmissions for purposes of privacy expectation with caveat that attorneys should consult with
clients regarding use of email and follow clients’ instructions as to use of email.) But see,
United States v. Tanksley, 54 M.J. 169, 172 (2000) (addressing written attorney-client
communication left in “plain view” on a computer monitor).

4% Coacher, supra note 33, at 183.
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communication additional protection.”®  Coacher advocates “[n]etwork
professionals should be trained in the technical and legal responsibilities of
systems administration to identify the types of communications that should
receive additional protection.  They should be taught not to disclose
information discovered during monitoring activities, except for official
purposes.”“t In fact, though, even this type of safeguard does rot go far
enough when the issue is privileged communications. There should be a
method of flagging privileged communications in terms of context (for
example, a distinctive flag, a distinctive symbol in the subject line, or by
encoding the file), such that systems administrators are forbidden from
viewing, or unable to view, the content of such communications absent a court
order.

While the Fourth Amendment does apply to searches of government
workplaces, *? and the Supreme Court could theoretically extend this protection
to content stored on government computers as well, two substantial obstacles
remain in the way of establishing a legitimate expectation of privacy in e-mail
when sending or receiving from government computer systems. First is the
Supreme Court’s decision in O’Connor v. Ortega,“? adopting a relatively low
standard for searches conducted in government workplaces. The second is the
“risk analysis” approach ultimately engendered by the Court’s framework for
determining objective reasonableness in United States v. Katz.** Given the
current susceptibility of Internet communications to easy interception and
widespread eavesdropping,”®> under a risk analysis approach, a legitimate
expectation of privacy is unreasonable.

B. The Electronic Communications Privacy Act

Though the ECPA establishes statutory privacy rights for electronic
communications, it will not afford any meaningful relief to users of
government computer systems.  First, the ECPA does not legislatively
establish a reasonable expectation of privacy where none exists under the

410 1d.

411 |d

42 O’Connor v. Ortega, 480 U.S. 709 (1987).

413 |d

44 389 U.S. 347, 361 (1967) (objects, activities or statements exposed to the “plain view” of
outsiders are not protected; expectation of privacy in conversations “in the open” is unreasonable).
45 See generally, Gilligan & Imwinkelried, supra note 61; Rogers, supra note 16; Skok, supra
note 60; McTigue, supra note 74; Thompson, supra note 74; Wigod, supra note 74; Sessler,
supra note 74; Barrera & Okai, supra note 74; and Schwartz, supra note 74.
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Fourth Amendment.“¢ Thus, the Fourth Amendment analysis is controlling.
Second, as a non-public provider of electronic communications services, the
government is simply not restrained by the statute.’” Finally, ISPs are
permitted to “intercept” communications if necessary in providing the service
or protecting the rights of the ISP.“® This provision grants broad latitude to
the ISP to take whatever steps are necessary to conduct business.
Additionally, “intercept” has been so narrowly interpreted by the courts as to
be virtually meaningless.#® In fact, the definition of intercept may be so
narrow as to not even apply to e-mail communications, since the interception
must occur at the precise moment that the e-mail is transmitted.*® Once e-
mails enter the government computer system, they become *“stored”
communications subject to the restraints of Title Il of the ECPA.** Title Il of
the Act, governing stored communications, distinguishes between those ISPs
who provide electronic communication services to the general public, and
those who do not.”2 While the first category is restrained in disclosing the
contents of stored communications, the latter is not restrained in any way.*

C. Maxwell, Monroe and Allen

In Maxwell, the CAAF stepped boldly into uncharted territory and
applied the Fourth Amendment to the realm of cyberspace. While narrow and
not binding outside the military, the court’s holding established that there can
be a reasonable expectation of privacy in e-mail. However, because Maxwell
did not involve the use of government computer systems, it has limited benefit
in determining whether there ever is, can be, or should be a reasonable
expectation of privacy in the use of government computer systems. Maxwell’s
value is that it establishes that there can be a reasonable expectation of privacy
in e-mail under the proper circumstances and provides an initial framework for
analyzing privacy interests in cyberspace.

Monroe comes very close to establishing that there is no hope for a
reasonable expectation of privacy in the use of government computer systems.
The foundation for this determination rests on both the Fourth Amendment and
the ECPA. In terms of Fourth Amendment analysis, the insurmountable

46 United States v. Hambrick, 55 F. Supp. 2d 504 (W.D. Va. 1999), aff’d 225 F.3d 656 (4th Cir.
2000), and cert. denied, 531 U.S. 1099 (2001).
47 CCIPS MANUAL, supra note 2, at Part l11(E).
4818 U.S.C. § 2511(2)(a)(i).
419 Specific case law examples are provided in note 116.
% Coacher, supra note 33, at 174.
421 |d
jz CCIPS MANUAL, supra note 2, at Part I11(E).
Id.
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hurdle is consent. Users of government computer systems are on notice that
use constitutes consent to monitoring. Such monitoring is not limited as to
type (content or context) or purpose (system management, ensuring authorized
use/preventing unauthorized use, maintaining system and operational security)
or use (administrative, criminal and other adverse action are possible). In
terms of the ECPA, the government is an electronic communications provider
and, as such, is essentially unrestrained by the Act with espect to stored
communications. However, the CAAF stops short of declaring that there is no
reasonable expectation of privacy. Rather, the court limits this proclamation
to no reasonable expectation of privacy as to system administrators. The court
then relies on the inadvertent discovery provisions of the ECPA to permit
disclosure of criminal activity to law enforcement personnel.

In Allen, the CAAF sidestepped the ultimate issue—whether there can
be a reasonable expectation of privacy in the use of government computer
systems—altogether by relying on the inevitable discovery doctrine. We are
left with a limited reasonable expectation of privacy in e-mail where the use of
government computer systems is not involved and an unlikely reasonable
expectation of privacy in e-mail when government computer systems are used.

The CAAF has apparently retreated from its role of pioneer in
Maxwell and is avoiding “bright-line” rules. Almost certainly this reflects
uncertainty as to how to adapt old rules to emerging technologies that have
radically changed our world. The more advanced the communications
technology, the more susceptible it becomes to exploitation. Advances in
technology are making actual privacy obsolete.  The question for the
legislatures and the courts then becomes what effect this has on our values and
expectations of privacy. The old paradigms no longer fit and must be
reassessed. “The Fourth Amendment ‘is not an adjunct to the ascertainment of
truth.” The guarantees of the Fourth Amendment stand ‘as a protection of
quite different constitutional values - values reflecting the concern of our
society for the right of each individual to be let alone.”* Do we permit
technology to erode expectations of privacy in communications, or do the
expectations persist, despite the reality that modern communications systems
are eminently susceptible to eavesdropping? That is the ultimate puzzle, and
the CAAF cannot be faulted for treading slowly into this new legal thicket.

V. Conclusion

Monitoring of government computer systems is here to stay. Neither

4% Schneckloth v. Bustamonte, 412 U.S. 218, 242 (1973).
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the Fourth Amendment nor the ECPA, at least in its present form, will block
the practice. In short, the place to look for a reasonable expectation of privacy
online is not in any context that involves the use of government computer
systems. The bottom line is that users of government computer systems are on
notice from log-on banners and agency policies that their use of the system
constitutes consent to monitoring. This monitoring clearly encompasses both
context and content. Any expectation of privacy in context monitoring, despite
arguments to the contrary,® is a lost cause from both Fourth Amendment and
ECPA analyses. Content monitoring, on the other hand, is still open to
considerable debate and further development of privacy-related parameters in
this “new world.”

Moreover, from a policy standpoint, it is operationally imperative to
protect the Department of Defense (DoD) communications system and
infrastructure from unlawful intrusions.”® Systems protection monitoring also
serves legitimate government interests.”” The only unresolved issue is the
extent to which the courts and DoD may be willing to go to protect from
monitoring the content of certain communications stored on, or transmitted
through, cyberspace from government computer systems. Context monitoring
will not, and should not, go away. This is the most efficient and least
intrusive method to make sure that service members are conducting themselves
properly while online. Content monitoring, on the other hand, should be
carefully scrutinized and judiciously utilized.

As Lieutenant Colonel Coacher suggests, changes need to be made.*®
“To the extent the purpose of monitoring shifts from protecting the system to
uncovering criminal activity, the systems administrator becomes an agent of
law enforcement.”*® Coacher proposes that network professionals receive
additional training to recognize communications that should be protected and
not disclose any such communications inadvertently viewed during routine
monitoring. “°

However, her proposed solution falls short of requirements. Systems
administrators should not only receive the additional training suggested, but
should also be carefully screened for professionalism and trustworthiness,
similar to the screening conducted for granting of security clearances. At least

5 See generally, Skok, supra note 60.
4% Coacher, supra note 33, at 156-57.
427 Id

“%|d. at 183-88.

“®|d. at 182-83.

¥ Coacher, supra note 33, at 183.
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for certain types of communications—notably those that are privileged, or
coming from the highest levels in commands—the system administrators
should either be restricted from viewing content absent a compelling,
legitimate interest or, at the very least, we should put more senior people (E-7
and above) in charge of monitoring this type of communication. Where
privileged communications are alleged, system administrators should not be
granted the discretion to determine what can be disclosed for any purpose.

The following comprehensive solution is recommended. Context
monitoring should always be permissible on government computer systems.
Systems administrators should always be able to monitor and identify the sites
visited by users of government computer systems to ensure that such use is in
accord with the JER’s ethical standards. Much of this can be done (and is
being done) with software programs. Where problems are identified, system
administrators can then take a more hands-on approach.

Content monitoring, on the other hand, should only be permitted in
limited circumstances absent evidence that a particular user is engaging in
inappropriate conduct. Content nonitoring should be permitted for highly
sensitive positions and those dealing with classified information on a routine
basis. Content monitoring should be permitted in operational units when such
units are actually engaged in operational missions to ensure that sensitive
details, such as intended movement, is not intentionally or inadvertently
disclosed. However, before a system administrator views the content of e
mail, some sort of programmed screening program should be in place to flag
e-mails with certain words or phrases that might indicate the transmission of
inappropriate material. Only when the flag raises a reasonable suspicion of
wrongdoing should a system administrator read the actual content. System
administrators should always be permitted to view any large attachments to e-
mails and any JPEG (picture) or similar large files either sent or received by a
user. However, systems administrators should not be have a license to snoop
unchecked. They should not be able to read the private emails sent to and
received from family members absent a reason to believe that the e-mail
contains improper content. They should not be able to read e-mails protected
by the attorney-client or clergy privilege. They should not be able to read e-
mails containi ng sensitive command-related communications. They should not
be able to read emails pertaining to patient medical treatment or records.
They should not be able to read sensitive legal documents sent or received as
part of the command’s legal business. Ideally, except when operationally
necessary or necessary to protect national security, content monitoring should
not be permitted absent some indication that improper activity is taking place.
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These recommendations seek to strike a balance between the
Government’s legitimate need to monitor e-mail and Internet usage, which at
the same time giving some semblance of privacy to individual users.
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APPENDIX A
COMPUTER USER AGREEMENT #

WHEREAS, 1, the undersigned, in consideration of being given a computer
user account on the computer system (herein after referred to
as “host”), which is a system owned and operated by the Department of
Defense (DoD) covenant and agree as follows:

1. The individual computer workstations and host computer system are owned
and operated by the Department of Defense (DoD).

2. DoD computers and computer systems are provided for the processing of
official U.S. Government information only.

3. | have no expectation of privacy on any information entered, stored, or
transferred through the DoD computers and host system except as specifically
authorized by law or regulation.

4. Use of DoD computers and the host system are restricted to authorized
users and | am responsible for all actions taken under my user account or
identity. | will not permit anyone else to use the account given to me.

5. I will use the DoD computer and/or host system only as authorized. |
understand that | am permitted to use this system for limited personal use that:
(a) serves a legitimate public interest; (b) conforms with theater commander-
in-chief (CINC) and MAJCOM policies; (c) does not adversely affect the
performance of official duties; (d) is of reasonable duration and frequency, and
whenever possible, is made during personal time (such as after-duty hours or
lunchtime); (e) does not overburden the communications system with large
broadcasts or group mailings; (f) does not create significant additional costs to
DoD or the Air Force; and/or does not reflect adversely on DoD or the Air
Force (such as uses involving pornography, child pornography, chain letters,
unofficial advertising, soliciting or selling, violations of statutes or regulations,
or other uses that are incompatible with public service).

6. | will not import any software or hardware to the system without
authorization from the system administrator or my commander.

“L OFFICE OF THE STAFF JUDGE ADVOCATE, AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS,
COMPUTER CRIMES INVESTIGATOR’S HANDBOOK, Appendix 4 (May 1999, Updated Feb 2001)
(modified slightly in form, not content, to fit format of this publication).
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7. 1 will not attempt to access data, or use the operating systems programs,
except as specifically authorized.

8. 1 will change my password at least every ninety (90) days.

9. I will not mask my identity or assume the identity of another user, nor shall
| attempt to do so.

10. I will not enter data into the system if the data is of a higher classification
level than the system. | will not enter data, which is proprietary, contractor
excluded, or otherwise needs special protection, unless approved by the host
computer security officer.

11. If I observe anything that indicates inadequate security or misuse of this
system, | will immediately notify my immediate supervisor and the host system
administrator.

12. 1 will follow office security procedures, official regulations, and policies
applicable to computer systems operation.

13. 1 will not program any DoD computer to automatically forward electronic
mail to a civilian computer user account.

14. 1 will not install any modem or remote access device without first
obtaining the written permission of the host system administrator.

15. 1 will not use any DoD computer and/or the host system to gain
unauthorized access, or attempt to gain unauthorized access, to other
computers or computer systems, unless expressly authorized to do so by my
commander. Further, | will not use any DoD computer and/or the host system
to launch denial of service, or attempt to launch denial of service, attacks
against other computers or computer systems, unless expressly authorized to
do so by my commander.

16. The host system is monitored to ensure information security, system
integrity, and the limitation of use for official purposes. By using the host
system, | am expressly consenting to such monitoring and agree that any and
all information derived from such monitoring, including connection logs
between computers and my subscriber information may be used as a basis for
administrative, disciplinary, or criminal proceedings.

56



NAVAL LAW REVIEW XLV

17. 1 also hereby consent to the opening of any stored files and/or electronic
mail that may be stored either on the host system or on any DoD computer
workstation.

18. | hereby expressly authorize the system administrator to provide law
enforcement with any and all information pertaining to my alleged misuse and
abuse of any DoD computer and/or the host system.

19. Prior to my separation from the service, PCS, or retirement, | will notify
the appropriate system administrator so that my account may be deleted.

20. | have been provided with a signed copy of this Agreement and understand
that the system administrator will maintain the original.

Dated this day of ,20

User: User Organization:
(Printed name and rank)

User Location User Phone Number:
(Rm, Bldg, Base)

Name of User Account: Signature of User:
(e.g. “jonesRT”)

Witnessed by: Phone Number for SysAd:
(System administrator)

TO BE COMPLETED BY SYSTEM ADMINISTRATOR

Host system: Server Location:
Designated Approval Authority: Phone:
Commander of Host System: Phone:
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INNOCENT PACKETS?

APPLYING NAVIGATIONAL REGIMES
FROM THE LAW OF THE SEA
CONVENTION BY ANALOGY TO THE
REALM OF CYBERSPACE

Lieutenant Commander Steven M. Barney, Judge Advocate
General's Corps, U.S. Navy

Developments in information operationst have provoked considerable debate in

" The positions and opinions stated in this article are those of the author and do not represent the
views of the United States government, the Department of Defense, or the Department of the Navy.
Lieutenant Commander Barney attended Suffolk University Law School, Boston, Massachusetts.
Lieutenant Commander Barney earned his Juris Doctor degree in May 1990. In May 1990
Lieutenant Commander Barney was commissioned in the U.S. Naval Reserve. After completion of
training at the Naval Justice School, Newport, Rhode Island, he reported to Naval Legal Service
Office Detachment, Lemoore, California where he served as Senior Defense Counsel. In 1992
Lieutenant Commander Barney reported to Naval Air Weapons Station, Point Mugu, California as
Staff Judge Advocate and was appointed as Special United States Attorney, for the Central District
of California. In July 1994 Lieutenant Commander Barney reported to Naval Legal Service Office
Detachment Roosevelt Roads, Puerto Rico as Officer-in-Charge. In July 1995 Lieutenant
Commander Barney was assigned as Staff Judge Advocate, Commander Fleet Air Caribbean.
Upon disestablishment of that command, his billet was initially assigned to Commander Western
Hemisphere Group, Caribbean Area Coordinator, and finally transferred to U.S. Naval Station
Roosevelt Roads, Puerto Rico. Lieutenant Commander Barney reported to the Naval Justice
School in 1997 where he served as a Division Officer and Instructor until August, 2000. He then
attended Naval War College, College of Naval Command and Staff where he earned his M.A. in
National Security and Strategic Studies in 2001. After attending Naval War College, Lieutenant
Commander Barney reported to Commander Cruiser Destroyer Group Eight, where he is currently
assigned as Staff Judge Advocate. This article was edited by Capt Andrew R. McConville, USMC.

! THE JOINT CHIEFS OF STAFF, JOINT PUB. 3-13, JOINT DOCTRINE FOR INFORMATION
OPERATIONS, I-1, 1A. (1998).

Information Operations (10) involve actions taken to affect
adversary information and information systems while defending
one’s own information and information systems. Information
Warfare (IW) is 10 conducted during time of crisis or conflict
(including war) to achieve or promote specific objectives over a
specific adversary or adversaries[...]. Major capabilities to
conduct 10 include, but are not limited to, OPSEC, PSYOP,
military deception, EW, and physical attack/destruction, and
could include computer network attack. 10 related activities
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legal circles and raised concerns among operational commanders over the legal
framework to be applied to information warfare. Initially, some U.S.
government lawyers suggested the application of modern information systems
technology to military purposes was so new that no law applied.? However, as
lawyers and war fighters began to work with the rapidly emerging technology
it was recognized that many traditional military activities included under the
umbrella term of “information operations™ were actually physical attacks on
information systems by traditional military means. Applying international law
to information operations involving physical attacks is less difficult for
commanders and their lawyers because the laws regulating traditional military
operations are reasonably well settled by international law and through the
customary practice of States. On the other hand, it is more difficult to apply
international law principles to information attacks involving the use of
electronic means to gain access or change data in an enemy's computer system
without necessarily causing damage to the computer itself or the
telecommunications infrastructure to which it is attached.® This "void" in
international law may be remedied over time through development of treaties.
However, one scholar has observed,

[Gliven Internet technology's exponential
growth, it would seem extraordinarily
useless to go through a lengthy treaty
negotiation process to draft an agreement
listing prohibited Internet behaviors or
actions that would be as out of date as the
computers that began to produce the treaty
at the start of the drafting and negotiation
process."*

This reason, as well as the lack of widespread experience in Cyberspace
warfare, suggests that commanders and their lawyers must resort to drawing
analogies from custom, treaties, and principles applied in the law of land, sea,
air and space law to information warfare.

include, but are not limited to, public affairs (PA) and civil
affairs (CA) activities.

Id. at I-1, 1.a.

2 WALTER GARY SHARP, SR., CYBERSPACE AND THE USE OF FORCE 5 (Aegis Research
Corporation 1999) [hereinafter SHARP].

8 U.S. DEPT OF DEFENSE, AN ASSESSMENT OF INTERNATIONAL LEGAL ISSUES IN
INFORMATION OPERATIONS 4 (2d ed. 1999).

4 George K. Walker, Information Warfare and Neutrality, 33 VAND. J. TRANSNAT’L L. 1187
(2000) [hereinafter Walker].
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If it is true that the realm of Cyberspace has a strong conceptual
parallel to the realm of physical space, then the navigational regimes applied to
physical space under the 1982 United Nations Convention on the Law of the
Sea® (UNCLOS I11) can be a useful and familiar conceptual framework when
applied by analogy to planning and conducting operations in Cyberspace. This
paper will explore how the UNCLOS Ill navigational regimes can be applied
to information operations. It will suggest the rights of transit through
Cyberspace under those regimes, and evaluate the advantages and
disadvantages of applying the UNCLOS I11 concepts to information operations.
Finally, it will suggest that the UNCLOS IlI analogy can address problems
with r[outing information operations through the telecommunications
infrastructure of neutral states.

The discussion of the legal implications of computer network attack
begins with a scenario. It is 2005. In response to an unprovoked hostile act
against citizens of State A by the armed forces of State Z, the national
command authorities of State A authorize the use of force in national self
defense, citing Article 51 of the Charter of the United Nations.® Because there
remains a continuing threat from State Z military forces, the State A Joint
Task Force commander is authorized by superiors to launch a computer
network attack’ (CNA) on a State Z military computer system. State A
military forces launch the CNA from a military computer system in the
territory of State A. Nearly instantaneously, the attack travels in electronic
"packets" through the Internet, through communications networks in States B,
C, D, E, F, and G before reaching the desired target in State Z. (Figure 1) As
a result of the CNA, State Z military commanders are denied the use of their
computer networks to communicate with units in the field.®

Under international law, did State A have the right to use the
international telecommunications infrastructure to transmit a CNA on State Z?

® OceaNs L. & PoLicy Dep'T, U.S. NavAL WAR COLLEGE, U.S. NAVY, ANNOTATED
SUPPLEMENT TO THE COMMANDER'S HANDBOOK ON THE LAW OF NAVAL OPERATIONS 1-14M,
1.1, 1-3 (1997) [hereinafter COMMANDER’S HANDBOOK] (noting that the 1982 United Nations
Convention on the Law of the Sea, the third UN Convention on this subject, opened for signature
10 December 1982 and went into force November 16, 1994).

6 U.N. CHARTER art. 51 (recognizing the "inherent right of individual or collective self defence"
if an armed attack occurs against a Member of the United Nations).

" DEP'T OF DEFENSE, JOINT DOCTRINE FOR INFORMATION OPERATIONS, GL-5. A Computer
Network Attack is “operations to disrupt, deny, degrade, or destroy information resident in
computers and computer networks, or the computers and networks themselves."

8 We will further assume the use of force in self defense by State A was lawful wnder the
attendant circumstances, that disrupting State Z's computer network achieved a definite military
advantage, and the use of force did not exceed what was necessary to prevent further attacks.
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Was the territorial sovereignty of intermediate States violated by the CNA
passing through their national telecommunications infrastructure? Did an act
of force take place within their territory? Was the neutrality of those States
violated? May State Z insist that neutral States prevent further CNAs from
being routed through their telecommunications infrastructure? If the neutral
States are willing but technologically unable to prevent further CNAs without
shutting down their entire telecommunications infrastructure are the
telecommunications nodes in those neutral states subject to attack by State Z?
Discussion of these questions begins by examining how the purposes and
language of the UNCLOS Ill can be adapted to operations in Cyberspace.

FHoure 1: Hypatheticd Computer Network Attadk

Purposes of the UNCLOS 111

The State Parties to the UNCLOS Il desired to settle law of the sea
issues “in a spirit of mutual understanding and cooperation [as an] important
contribution to the maintenance of peace, justice, and progress for all peoples
of the world.”? The State Parties sought to resolve “problems of ocean space”
through a regime that provides,

[dlue regard for the sovereignty of all
States, a legal order for the seas and oceans
which will facilitate international

® United Nations Convention on the Law of the Sea, Preamble, Dec. 10, 1982, 1833 U.N.T.S. 3
(entered into force Nov. 16, 1994) [hereinafter UNCLOS II1].
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communication, and will promote the
peaceful uses of the seas and oceans, the
equitable and efficient utilization of their
resources, the conservation of their living
resources, and the study, protection and
preservation of the marine environment.*

The State Parties expressly intended that the Convention benefit not only
coastal States but also land-locked States and ““contribute to the realization of a
just and equitable international economic order which takes into account the
interests and needs of mankind as a whole and, in particular, the special
interests and needs of developing countries.”*  The principles of the
Convention were premised on a United Nations (UN) General Assembly
resolution which . . .

[s]Jolemnly declared inter alia that the area
of the seabed and the ocean floor and the
subsoil thereof, beyond the limits of
national jurisdiction, as well as its
resources are the common heritage of
mankind, the exploration and exploitation
of which shall be carried out for the benefit
of mankind as a whole, irrespective of the
geographical location of States]...]. 2

From these oceans policy principles the UNCLOS Il created an
framework to balance and reaffirm the sovereignty of coastal States where
necessary for safety and security while declaring international waters free for
the use of all States. This notion of unimpeded high seas freedom of
navigation is strikingly similar to the views of some who advocate similar
rights to users d the Internet. But that freedom of Cyberspace navigation
must be balanced against important national interests:

Techno-purists feel that Cyberspace is
borderless; there are no national or regional
boundaries to inhibit anyone from
communicating with anyone by phone,
across the network, or across the universe.
And from one perspective we must agree:

' UNCLOS I, supra note 9.
L.
2d.
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If Cyberspace is “that place in between”
the phones or the computers, then there are
no borders. As we electronically project
our essences across the network, we
become temporary citizens of Cyberspace,
just like our fellow cybernauts. By
exclusively accepting this view, however,
we limit our ability to create effective
national information policies and to define
the economic security interests of our
country.®

A sound policy that balances international freedoms in Cyberspace
with legitimate concerns about national security may be achieved by applying
the navigational regimes of the UNCLOS Il to the medium of Cyberspace.

Fairly applied, such global Cyberspace policies could, borrowing from the
language of the Convention,

be an important contribution to the maintenance of peace, justice, and
progress;

resolve problems of Cyberspace;

provide due regard for the sovereignty of all States;

facilitate international communication;

promote peaceful uses of Cyberspace and the equitable and efficient
utilization of its resources;

aid the study, protection, and preservation of the Cyberspace
environment;

contribute to the realization of a just and equitable economic order
which takes into account the interests and needs of mankind as a
whole and, in particular, the special interests and needs of developing
countries;

establish international Cyberspace as beyond the limits of national
jurisdiction, as a common heritage of mankind, the exploration and
exploitation of which shall be carried out for the benefit of mankind
as a whole irrespective of the geographical location of States.

From the foregoing it is suggested that if the underlying purposes of
the UNCLOS Il were applied to the Cyberspace medium, it would have a
desirable effect on international development of Cyberspace. A test of the

B WINN SCHWARTAU, INFORMATION WARFARE: CHAOS ON THE ELECTRONIC SUPER HIGHWAY
327 (Thunder’s Mouth Press 1994) [hereinafter SCHWARTAU].
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usefulness of this analogy in preserving national sovereignty is how well two
important access rights under the UNCLOS IlI, “innocent passage”* and
“transit passage,” * might be applied to military operations in Cyberspace.

Dividing Cyberspace

The analogy is premised on the identification of Cyberspace
navigational regimes similar to the maritime navigational regimes from the
UNCLOS Ill. To be recognized as valid, the Cyberspace analogy must be
consistent with the underlying policy embodied in the UNCLOS Il and be
applied fairly, neither creating new rights for States nor infringing on
preexisting ones. The analogy must use a balanced, rational approach to
divide the intangible medium of Cyberspace into areas where sovereign rights
of the individual State are preserved. It must also recognize that the Internet is
part of an international telecommunication system where freedom of access
benefits all States, and to which any artificially drawn boundaries would have
to be consistent with legitimate issues of national sovereignty and customary
international law. With those objectives in mind, the proposed analogy divides
Cyberspace into regimes called national Cyberspace (Figure 2)--consisting of
internal Cyberspace and territorial Cyberspace--and international cyberspace.

1 See generally SCHWARTAU, supra note 13, Part 1, § 3.
% See generally Id. Part 111, § 2.
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Internal

Cyberspace

Figure 2: National Cyberspace

National Cyberspace.

National Cyberspace is the region of Cyberspace in which individual
States require substantial sovereign rights to preserve the political and
economic security of the State. National Cyberspace is further subdivided into
internal Cyberspace and territorial Cyberspace. Understanding the distinction
between internal and territorial Cyberspace is necessary to frame the overall
rights and interests of national sovereignty that a State may exercise in national
Cyberspace.

Internal Cyberspace

Internal Cyberspace is the region of Cyberspace where a State may
exercise complete sovereignty; it is the Cyberspace equivalent to the land
space, internal waters, and the air space above a State.® Internal Cyberspace
is that medium serviced by the State’s national telecommunications
infrastructure® that is normally only accessible to authorized users (that is,

18 UNCLOS 111, supra note 9, art. 2 (declaring that the national airspace extends seaward from the
land to the limit of the territorial sea).

7 The term, “national telecommunications infrastructure” should be understood, in this context, to
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persons with the specific permission of the computer system administrator).
Internal Cyberspace includes the internal telecommunications systems of
businesses and institutions that connect to the international telecommunications
infrastructure by a combination of connections including cables, wires,
microwave transmitters, and satellite ground stations. For example, the
internal Cyberspace of the United States would include sensitive government
telecommunication infrastructure and computer networks (e.g., the Department
of Defense SIPRNET--Secret Internet Protocol Router Network-a computer
network used for classified communications within the Department of
Defense), and the equivalent internal communication networks used by
businesses and organizations. Such networks, described as “critical
infrastructure” by President Clinton in Executive Order 13010, include
infrastructures so vital that their incapacity or destruction would have a
debilitating impact on the defense or economic security of the United States.®
The President acknowledged that because so many of these critical
infrastructures are owned and operated by the private sector “it is essential that
the government and private sector work together to develop a strategy for
protecting them and assuring their continued operation.”* For this reason
States may establish laws to prohibit unauthorized intrusion into internal
Cyberspace. Moreover, as a matter of national security, the protection of
internal Cyberspace becomes a matter that requires the combined efforts of
military and civil authorities to establish a robust defense.?

Because States have interests in protecting their critical information
infrastructure, the commander must evaluate the political and military risks
associated with information operations that intrude into the internal Cyberspace
of another State. Lawyers may provide guidance to the commander using
analyses similar to that used when an intrusion of internal waters, land space,
national airspace, or the territorial sea is contemplated. Depending on the
circumstances of the operation, those lawyers would likely recommend a
commander consult with superiors and seek permission, if possible, before

include both government and private telecommunications systems and not solely systems
administered by and for the exclusive use of the State.

18 Exec. Order No. 13,010, 64 Fed. Reg. 38,535 (Jul. 14, 1999) [hereinafter EO 13,010]. Signed
on 15 July 1996. EO 13,010 identified the critical infrastructure into eight categories:
telecommunications; electrical power systems; gas and oil storage and transportation; banking and
finance; transportation; water supply systems; including medical, police, fire and rescue; and
continuity of government.

19 SHARP, supra note 2, at 98.

20 See Colonel James P. Terry, USMC (Ret), Responding To Attacks On Critical Computer
Infrastructure: What Targets? What Rules of Engagement?, 46 NavAL L. Rev. 170 (1999)
(providing an extensive discussion of operational considerations for computer network defense).
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intruding into another State’s internal Cyberspace.® Generally, an intrusion
into another State’s internal Cyberspace for the purpose of conducting military
operations, including a use of force against that State to degrade, neutralize or
destroy a computer network, will be lawful if the underlying use of force is
authorized under Article 2 (4) or Article 51 of the Charter of the United
Nations. 2

It is more difficult to determine the appropriate response by a State to
the discovery of an intrusion of its internal Cyberspace by a foreign State. An
intrusion for the limited purpose of collecting intelligence, without more, is
probably not a “use of force” that would immediately entitle the aggrieved
State to respond with force in self defense. In such a case the most appropriate
response by the aggrieved State would be to lodge a diplomatic protest of the
unauthorized intrusion with the offending State as is frequently done by nations
in response to discovering another State conducting espionage within its
sovereign territory. However, if a State determines the intrusion constitutes a
grave breach of the States national security, then use of force may be among
the range of response options. An example of such a grave breach of national
security would be the act of inserting a computer virus into a nilitary
command and control computer network. Assuming the intruder could be
identified, any response involving the use of force by the aggrieved state must
be premised on self-defense, and limited in scope to what is necessary and
proportional to negate the danger posed by the intrusion.?

Without clear demarcation of borders or boundaries it may be difficult
to determine when an information operation is at the point of intruding into
internal Cyberspace. However, the practice among Internet users has begun to
suggest virtual boundaries that may help avoid unintentional intrusions of
internal Cyberspace. For example, some Internet sites are restricted to
authorized users who register, obtain a password, or pay a fee to view
materials or buy products a services on the site. Commanders conducting
information operations should probably consider these types of owner/operator
restrictions, by password or otherwise, as prima facie evidence that the site is
within the internal Cyberspace of a State. The decision to intrude upon the site
without authorization should be subjected to the risk analysis described above.

2 gee generally THE JOINT CHIEFS OF STAFF, CJCSI 3121.01A, GHAIRMAN OF THE JOINT
CHIEFS OF STAFF STANDING RULES OF ENGAGEMENT FOR US FORCES, CJCSI 3121.01A (15
January 2000) (giving guidance on the use of force).

22 U.N. CHARTER art. 2 (4) expressly prohibits the use of force in international relations except
as authorized by the United Nations Security Council under Chapter VII or in national or
collective self-defense under article 51.

23 SHARP, supra note 2, at 100.
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The mere use of a warning screen “banner,” # indicating access to the site is
limited to authorized users, is probably not sufficient to indicate the site is
within a States’ internal Cyberspace. However the Department of Defense
Office of General Counsel suggests it may be possible to specify certain
information systems or Internet sites as "vital to national security,” both to
give those systems high priority for security measures or to warn an intruder

% See, e.g., Message, 131256Z May 97, Chief of Naval Operations, subject: Communications
Security (COMSEC) and Information Systems Monitoring Requirements; Message, 1914457 May
97, Commandant, Marine Corps, C4l-CIO, subject: Computer Notice and Consent Log-On
Banner (Warning Screen) (19 May 1997) (citing Memorandum, Department of Defense General
Counsel, subject: Communications Security (COMSEC) and Information Systems Monitoring (27
Mar. 1997)). The typical Department of Defense banner notice contains language similar to the
following:

THIS IS A DEPARTMENT OF DEFENSE
COMPUTER SYSTEM. THIS COMPUTER
SYSTEM, INCLUDING ALL RELATED
EQUIPMENT, NETWORKS AND NETWORK
DEVICES (SPECIFICALLY INCLUDING
INTERNET ACCESS), ARE PROVIDED ONLY
FOR AUTHORIZED U.S. GOVERNMENT USE.
DOD COMPUTER SYSTEMS MAY BE
MONITORED FOR ALL LAWFUL PURPOSES,
INCLUDING TO ENSURE THAT THEIR USE IS
AUTHORIZED, FOR MANAGEMENT OF THE
SYSTEM, TO FACILITATE PROTECTION
AGAINST UNAUTHORIZED ACCESS, AND TO

VERIFY SECURITY PROCEDURES,
SURVIVABILITY, AND OPERATIONAL
SECURITY. . . . DURING MONITORING,

INFORMATION MAY BE EXAMINED,
RECORDED, COPIED AND USED FOR
AUTHORIZED PURPOSES. ALL INFORMATION,
INCLUDING PERSONAL INFORMATION,
PLACED ON OR SENT OVER THIS SYSTEM
MAY BE MONITORED. WE OF THIS DOD
COMPUTER  SYSTEM, AUTHORIZED OR
UNAUTHORIZED, CONSTITUTES CONSENT TO
MONITORING OF THIS SYSTEM.
UNAUTHORIZED USE MAY SUBJECT YOU TO
CRIMINAL PROSECUTION. EVIDENCE OF
UNAUTHORIZED USE COLLECTED DURING
MONITORING MAY BE USED FOR
ADMINISTRATIVE, CRIMINAL, OR OTHER
ADVERSE ACTION. USE OF THIS SYSTEM
CONSTITUTES CONSENT TO MONITORING FOR
THESE PURPOSES.
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that an attack on the system could trigger an active defense in response that
could damage the intruder’s computer.® A prudent commander will conduct a
risk analysis based on the specific warning language on the site and consult
with qualified counsel before authorizing the intrusion to determine whether an
unauthorized intrusion might trigger a defensive response or diplomatic
protest, if detected.

Territorial Cyberspace

Territorial Cyberspace is that portion of national Cyberspace through
which, and to which, governments, commercial enterprises, or private
organizations allow generally unrestricted access. An example of territorial
Cyberspace of the United States government is the new Internet site,
http://WWW.FirstGov.gov.? Developed as a single point of access to scores of
government web sites, FirstGov enables anyone with access to the World Wide
Web to “surf” for information about agencies of the United States
Government. Using this web site a potential adversary could lawfully use its
national intelligence capabilities to collect open-source intelligence (OSINT)
information about the United States government. Similarly, hundreds of
thousands of businesses and non-commercial organizations maintain web sites
on the World Wide Web and provide access to users from all over the world.
There are currently no restrictions on agents or employees of government
agencies, corporations, noncommercial organizations and individual persons to
“surf” those web sites, send electronic mail, and transfer files and funds within
the territorial Cyberspace of a State.?

Taken together, internal Cyberspace and territorial Cyberspace

% U.S. DEP'T OF DEFENSE, AN ASSESSMENT OF INTERNATIONAL LEGAL ISSUES IN
INFORMATION OPERATIONS 47 (1999).

% Government Services Administration, Office of Governmentwide Policy, FirstGov, at
http://WWW._FirstGov.gov (last visited 1 Feb. 2001). Visitors to the site are welcomed with the
following:

Welcome to FirstGov — the first-ever government website to

provide the public with easy, one-stop access to all online U.S.

Federal Government resources. This cutting-edge site gives the

American people the "Information Age" government they

deserve. By using the wonders of information technology to

bring government closer to the American people, we can

expand the reach of democracy and make government more

responsive to citizens.
2" The possible economic restriction, that a user must first have a computer with a connection to
the Internet, does not change the underlying fact that once connected to the Internet the user is free
to go anywhere.
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comprise the national Cyberspace of a State. Within this area, States may
promulgate laws to govern access to national Cyberspace and exercise police
power, including the power to initiate criminal prosecution against individuals
who violate State laws and who are subject to personal jurisdiction of the
State.® States may exercise judicial authority over activities in national
Cyberspace, including laws to prohibit criminal acts (such as threats to harm
the person or property of another), promote consumer protection, and
enforcement commercial contracts (again, subject to the requirement of having
jurisdiction over a party).® Unlike OSINT activities in territorial Cyberspace,
which are entirely lawful, a person who conducts intelligence collection
activities that involve an unauthorized intrusion into internal Cyberspace may
be subject to criminal jurisdiction in the State where the penetration occurred.®

International Cyberspace

The regime of international Cyberspace is more difficult to define
because there is no physical space counterpart specifically defined in the
UNCLOS I1l. The U.S. Navy Commander’s Handbook on the Law of Naval
Operations defines international waters “for operational purposes...[as] all
ocean areas not subject to the territorial sovereignty of any nation.”®
Similarly, the UNCLOS Il identifies the high seas as comprising “all parts of
the sea that are not included in the exclusive economic zone, in the territorial
sea, or in the internal waters of a State.”® The “not subject” and “not

28 See Terrence Berg, The Impact of the Internet on State Power to Enforce the Law, 2000 BYU
L. Rev. 1305 @nalyzing, in depth, contemporary problems with states exercising personal
jurisdiction in criminal and civil cases involving the Internet). Generally a person must be
physically present within the jurisdiction of the court before being tried. See International Shoe v.
Washington, 326 U.S. 310 (1945); Shaffer v. Heitner, 433 U.S. 186 (1977); World-Wide
Volkswagen v. Woodson, 444 U.S. 286 (1980); Helicopteros Nacionales de Colombia v. Hall,
466 U.S. 408 (1984) (establishing the legal requirements for in personam , or personal,
jurisdiction in civil cases). See Strassheim v. Daily, 221 U.S. 280 (1911) (recognizing the
“detrimental effects” test for exercising extraterritorial criminal jurisdiction).

2 The question of personal jurisdiction for activity in Cyberspace is beyond the scope of this
paper. The discussion of jurisdiction is merely intended to show the extent of national sovereignty
that a State may exercise over activities conducted in national Cyberspace.

%0 gee gererally Roger D. Scott, Territorially Intrusive Intelligence Collection and International
Law, 68 U.S. NAVAL WAR COLLEGE INT’L L. STUDIES, 1978-1994 (1995). While international
law does not prohibit States from conducting espionage, it is well settled that State’s may
prosecute individual persons who conduct espionage if they are found within the physical
territorial jurisdiction of the State.

31 COMMANDER’S HANDBOOK, supra note 5, at 1.5. For the purposes of this paper the term
“nation” in the COMMANDER’S HANDBOOK is the equivalent of “State.” [Italics in original.]

® UNCLOS 111, supra note 9, Part VII, § 1, art. 86 [Italics added]. The regime of exclusive
economic zones (EEZ) is unique to physical space. Although coastal States retain specific rights
over the resources found within the water column in the EEZ, those rights do not otherwise
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included” language in both definitions is significant in several respects. First,
it reflects the primary approach taken in the UNCLOS 111 to specifically define
those waters subject to the national jurisdiction of coastal States, and leave all
other waters outside the jurisdiction of any State. Second, by defining
international waters and the high seas in the negative--"not subject” to, and
“not included,” in coastal State jurisdiction, respectively--it reinforces the
notion that, except for areas of the ocean in which coastal States have clearly
identifiable and protected interests, no State has the right to declare jurisdiction
over international waters. Finally, it suggests that the approach advocated for
defining navigational regimes in Cyberspace is consistent with the intent of the
UNCLOS Il because it reinforces the underlying principle that outside
national Cyberspace, commanders may move Cyber Forces with freedom from
restrictions by other States, giving due regard for the rights of others.®
Therefore, international Cyberspace is not a physical place; it is a
characteristic of Cyberspace by which a data packet is not physically present
anywhere but is merely in transit within the international telecommunications
infrastructure and therefore not subject to the territorial sovereignty of any
State.®

Under this analogy, since States would have authority to exercise
jurisdiction over national Cyberspace, it may be possible for a State to close its
national Cyberspace to information operations. While possible, it is not
probable because one of the characteristics of the Internet is that no single
organization controls access to the World Wide Web, "nor is there any
centralized point from which individual Web sites or services can be blocked
from the web."® To close national Cyberspace would require the State to cut
off virtually all access to its own domestic telecommunications network, a
measure that would be extremely disruptive and unsuitable except in the most
grave threats to national security. However, if access to national Cyberspace
is merely restricted, and telecommunication nodes are still accessible to
international Cyberspace the UNCLOS I11 analogy provides two exceptions to
the sovereignty of coastal States over national waters: innocent passage and
transit passage.® These transit rights could be exercised to "move" Cyber

restrict the freedom of all States within the international waters, provided those freedoms are
exercised with due regard to the rights of the Coastal State. See id. art. 58.

% SHARP, supra note 2, at 15.

¥ Walker, supra note 4, at 1104.

*1d. at 1099.

% Horace B. Robertson, The New Law of the Sea and the Law of Armed Conflict at Sea, 68 U.S.
NAVAL WAR COLLEGE INT’L L. STUDIES, 1978-1994 286 (1995) (discussing the EEZ and quoting
Ambassador Elliott Richardson):

71



2001 Innocent Packets?

Forces through national Cyberspace without the obligation to notify the State
or any intermediate States, as suggested in the hypothetical scenario at the
beginning of this paper.

Innocent Passage and Transit Passage in Cyberspace

The rights of innocent passage and transit passage under the
UNCLOS Il are exceptions to the general rule that Coastal States may limit
access by foreign ships to national waters. While both innocent passage and
transit passage may be exercised by warships, both passage rights have specific
limitations which must be considered by the operational planner seeking to
employ either or both passage rights as a legal basis to move forces through
physical space. For Cyberspace navigation, it will be seen that Cyberspace
transit passage is the preferred, though not the exclusive, mode that could be
employed. The following brief analysis demonstrates that the right of transit
passage gives the commander superior flexibility as compared to the right of
innocent passage.

The right of innocent passage gives the ships of all States the right to
traverse the territorial sea in a continuous and expeditious manner, so long as
that passage is not prejudicial to the peace, good order, or security of the
coastal State. Certain actions by a warship or State vessel may be considered
“not innocent” and thus inconsistent with the right of innocent passage through
the territorial sea of a coastal State under Article 19 of the Convention. Those
limitations, coupled with the right of coastal States to temporarily suspend the
right of innocent passage when necessary for the security of the coastal State,
reduce the value of innocent passage to the operational planner. Applying
those same limitations to the right of innocent passage through the territorial
Cyberspace (Figure 3), an operational planner may be unable to rely on
unfettered use of Cyberspace innocent passage if the Cyber Force could be
characterized as violating any of the proscribe activities listed in Article 19 of

In the group which negotiated this language it was
understood that the freedoms in question...must be
qualitatively and quantitatively the same as the
traditional  high-seas  freedoms recognized by
international law: they must be qualitatively the same
in the sense that the nature and extent of the right is
the same as the traditional high-seas freedoms; they
must be quantitatively the same in the sense that the
included uses of the sea must embrace a range no less
complete--and allow for the future uses no less
inclusive--than traditional high-seas freedoms.[119]
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% UNCLOS 11, supra note 9, Part 1, § 3, art. 19(2). The activities proscribed under Article 19(2)

include:

(a) any threat or use of force against the sovereignty,
territorial integrity, or political independence of the
coastal state, or in any other manner in violation of the
principles of international law embodied in the Charter
of the United Nations;

(b) any exercise or practice with weapons of any kind;
(c) any act aimed at collecting information to the
prejudice of the defense or security of the coastal
State;

(d) any act of propaganda aimed at affecting the
defense or security of the coastal State;

(e) [omitted];

(f) the launching, landing or taking on board of any
military device;

(9) the loading or unloading of any commodity,
currency or person contrary to the customs, fiscal,
immigration or sanitary laws and regulations of the
coastal State;

(h) the act of willful and serious pollution contrary to
this Convention;

(i) [omitted];

(j) the carrying out of research or survey activities;
(k) any act aimed at interfering with any systems of
communication or any other facilities or installations

of the coastal State;

(I) any other activity not having a direct bearing on
passage.
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From State A

Figure 3: Cyberspace Innocent Passage, State B

Analysis of the factors listed in the Convention as “prejudicial to the
peace, good order or security of the coastal State” if conducted in the
territorial sea suggests that any right of innocent passage would be at least as
limited in territorial Cyberspace as that enjoyed by physical ships. In
particular, restrictions under Article 19(2)(a) and (k) could directly impact a
military operation involving CNA if the effect of the threat or use of force
actually interferes with communications, facilities, or installations of the
transited state.® However, if no action or use of force is intended to be used

% It may be argued that the remainder of the limitations under UNCLOS Il art. 19(2) could
further limit the right of innocent passage in Cyberspace, but a complete discussion of those
limitations is beyond the scope d this article. Some problem areas include the following sub
articles: (a) the question of when a military operation in Cyberspace constitutes a use of force
requires applying the legal restraints on the use of force imposed by Article 2(4) of the Charter of
the United Nations [See SHARP, supra note 2, at 137 (“‘What constitutes a prohibited ‘threat or use
of force’ in Cyberspace and elsewhere is a question of fact that must be subjectively analyzed in
each and every case in the context or all relevant law and circumstances.”)] (c) the ordinary use of
the Internet to collect open-source intelligence (OSINT); (g) the loading or unloading of a
computer sniffer program, virus, logic bomb, or Trojan horse as a “commodity” contrary to the
laws and regulations of the coastal State; (h) any action, willfully targeted toward another State
which results in serious pollution contrary to the Convention, affecting the coastal State; (j)
research or survey activities intended to identify features and vulnerabilities of the
telecommunications infrastructure of the State; (k) the broad proscription on interfering with “any
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against the transited State, then Cyber innocent passage may be authorized. A
more thorny problem with using innocent passage to justify movement of force
through Cyberspace is the proscription against “any threat or use of force
against the sovereignty, territorial integrity, or political independence of the
coastal State, or in any other manner in violation of the principles of
international law embodied in the Charter of the United Nations.”® Even
assuming no threat or use of force is directed against the transited State, there
still remains the issue of whether innocent passage through Cyberspace may be
limited if the use of force is targeted against a third State. The U.S. view of
military use of innocent passage has been that “cargo, destination, or purpose
of the voyage cannot be used as a criterion for determining that the passage is
not innocent,” and that “possession of passive characteristics, such as the
innate combat capabilities of a warship, do not constitute “activity’” within the
territorial sea in regard to the enumerated list.® Applying that rationale to
Cyberspace innocent passage, the fact that a Cyberspace transmission contains
an information "weapon" with destructive capability does not render passage
"non-innocent."

Therefore, the maritime navigational regime of transit passage
provides significantly greater flexibility to the commander than does innocent
passage and, when applied by analogy to Cyberspace operations, more closely
matches how the international telecommunications infrastructure supports
information operations (Figure 4). In maritime navigation, the right of transit
passage allows all ships and aircraft freedom of navigation and overflight
solely for the purpose of continuous and expeditious transit of the international
strait between one part of the high seas or an exclusive economic zone and
another part of the high seas or an exclusive economic zone. Ships and
aircraft exercising the right of transit passage may proceed without delay
through or over the strait, in their normal mode of operations, and must refrain
from the threat or use of force against the sovereignty, territorial integrity or
independence of States bordering the strait. Therefore it would violate the
rights of all States to exercise transit passage if, for example, Spain or

systems of communication” of the coastal State may be invoked if actions directed against a third
State have a foreseeable collateral effect on the Coastal State; (I) the “other activity not having a
direct bearing on passage” language points to the underlying assumption of innocent passage,
being specifically a limited waiver of territorial sovereignty only when passing through the
territorial sea or Cyberspace.

% UNCLOS I, supra note 9, Part 11, § 3, art. 19(2)(a).

“ COMMANDER’'S HANDBOOK, supra note 5, § 2.3.2.1, 28 n.27 (summarizing testimony of
Professor (Rear Admiral) H.B. Robertson, Before the House Merchant Marine & Fisheries
Comm., 97th Cong., Hearing on the Status of the Law of the Sea Treaty Negotiations, 27 July
1982, Ser. 97-29, at 413-14 and Professor B. Oxman, 1 2.1.1, 2-1 n.2 at 853, respectively.

4 UNCLOS I, supra note 9, Part 111, § 1, art. 34-39.
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Morocco closed the Straits of Gibraltar to ships and aircraft transiting between
the Atlantic Ocean and the Mediterranean sea. The right of transit passage
through these physical international straits is important to the international
economy, communication, and to national and collective self defense. In a like
manner States and their people must use their national telecommunications
infrastructure to access international Cyberspace. Therefore the State’s
national telecommunications infrastructure is the Cyberspace equivalent of an
international strait.

From State A...

To State Z

Figure 4: Cyberspace Transit Passage

When navigating Cyberspace international straits, users behave much
like ships and aircraft engaged in transit passage: they proceed without delay,
in the normal mode of continuous and expeditious transit, and refrain from any
threat or use of force against he national Cyberspace through which their
communication is routed. The nature of telecommunications means Cyber
Forces transit Cyberspace almost instantaneously and without delay except as
limited by system bandwidth during periods of peak demand. The high speed
of transmission is valuable to the commander as well as the State through
which the Cyber Force is transmitted. The combination of speed and volume
of Internet traffic means most States have limited capability to intercept and
monitor Cyberspace communications. This limited ability to intercept and
monitor traffic through Cyberspace is important to maintaining the neutrality
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of states that are mere intermediaries in information warfare, as in our opening
scenario, because the transited State is unlikely to be aware of the
transmission.

In summary, transit passage provides the commander two major
advantages over innocent passage: forces may transit in their normal mode of
operation® and bordering States may not suspend the right of transit passage
through international straits. When applied to Cyberspace the proscription
against suspending transit passage is a strong argument for applying the
UNCLOS IlI by analogy to Cyberspace. While governments, corporations and
private organizations may choose to suspend access to their internal
Cyberspace for various reasons, as global economies become more dependent
on the international telecommunications infrastructure it is unlikely that States
could or would entirely close national Cyberspace. Even if a State tried to
close national Cyberspace it would have little effect on the ability to transfer
CNA packets through international Cyberspace because if intermediate routers
are not available the packet will be automatically rerouted. Finally, if a
belligerent State, like State A in the opening scenario, were to specifically
route a CNA through the Cyberspace of a neutral intermediate state that act
alone would be insufficient to violate the neutrality of the transited State if the
Cyberspace transit passage analogy is used.

Neutrality in the Era of CyberWarfare

Codification of the navigational regimes in the UNCLOS Il had an
immediate impact on the application of customary international law of armed
conflict to the maritime environment. One scholar, Rear Admiral Horace B.
Robertson, JAGC, U.S. Navy (retired), observed that the navigational regimes
of the UNCLOS III directly impacted the rights of neutral States. Admiral
Robertson noted,

[o]ne of the advantages of the new transit
passage concept is that it keeps the littoral
States bordering straits with great strategic
value out of the vicious circle of escalation
in times of tension and crisis. If transit
through such straits were subject to the
discretion of the coastal States, they would
unavoidably become involved even if the

42 See UNCLOS Il supra note 9, Part 111, § 2 (Transit Passage), art. 39. The normal mode for
submarines, submerged; for aircraft carriers, while conducting flight operations; for aircraft, while
flying defensive cover for transiting surface ships.
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discretionary power were to be exercised
evenhandedly[...]. The escalation
preventing quality of transit passage in
times of tension and crisis--i.e. in time of
fragile peace---are even more important for
neutral States in times of armed conflict.®

This is a particular advantage to States that are neutral in international armed
conflict and is equally applicable to both traditional military operations and
information operations.

The right of states to remain neutral in international armed conflict is
well established under international law. The Hague Convention No. XIIlI,
Concerning the Rights and Duties of Neutral Powers in Naval War (Hague
XIII),% comprises the latest expression in treaty form of the respective rights
and duties of neutrals and belligerents with respect to hostile activities within
neutral “maritime territory” (that is, internal waters and the territorial sea) and
may be used as a starting point for discussion of these issues for our UNCLOS
Il analogy.®

The UNCLOS Il and the international law of armed conflict created
special challenges for neutral States that must be reconciled with Hague XII1.%

“ Robertson, supra note 36, at 282 quoting RAUCH, THE PROTOCOL ADDITIONAL TO THE
GENEVA CONVENTIONS FOR THE PROTECTION OF VICTIMS OF INTERNATIONAL ARMED
CONFLICTS AND THE UNITED NATIONS CONVENTION ON THE LAW OF THE SEA: REPERCUSSIONS
ON THE LAW OF NAVAL WARFARE 32 (1984) [hereinafter RAUCH].

“ HAGUE CONVENTION No. XIII, THE HAGUE, 18 October 1907, 36 Stat. 2415, 2 Am. J. Int’l L.
(Supp) 202. [hereinafter HAGUE XIII). Hague XIII has not received universal ratification, but most
of its provisions are considered to be a statement of customary international law.

% Robertson, supra note 36, at 276. [Footnote omitted.]

®1d.

The significant provisions of HAGUE XIlI are as follows:

Belligerents are required to respect the sovereign
rights of neutral States and to abstain from acts that
would constitute a violation of neutrality (article 1);

[...]

Belligerents cannot use neutral ports or waters as a
base of operations nor erect any apparatus to
communicate with belligerent forces at sea (article 5);

A neutral Government must employ the “means at

its disposal”” to prevent the fitting out or arming of
vessels within its jurisdiction which it believes are
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Hague XIII uses the terms "neutral waters” or waters “within its jurisdiction,”
or similar terms to refer "either to the internal waters or the territorial waters
(territorial sea) of the neutral State™, since those were the only areas of the
oceans recognized at that time as being within the jurisdiction or sovereignty of
the coastal State.” The cardinal pinciple of the law of neutrality is that
belligerents may not conduct hostilities in neutral territory, land, or sea.
Neutral states have an obligation to use the means at their disposal to conduct
surveillance of their waters to ensure that belligerents do not violate their
neutrality and to take preventive or corrective action if they detect such
violations.® As the application of the law of neutrals has evolved through state
practice over time, so too the changes in technology, including information
warfare, do not cause states to discard those aspects of international law
concerning neutrals which have become customary.

Robertson concluded that since the same rules apply to the post
UNCLOS Il territorial sea that formerly applied in the narrow territorial sea,

...[a]s a matter of principle belligerents are
bound to respect the sovereignty of neutral

intended for cruising or engaging in hostile operations
and to prevent departure from its jurisdiction of such
vessels (article 8);

A Neutral State must apply its rules and restrictions
impartially to the belligerents may forbid the entry of
vessels which have violated its rules or its neutrality
(article 9);

The “mere passage” of belligerent warships or prizes
through a neutral’s territorial sea does not affect the
neutral’s neutrality (article 10);

Unless the neutral’s regulations provide otherwise,
belligerent warships may remain in neutral ports,
roadsteads or territorial waters no more than 24 hours
(article 12);

A neutral State must exercise such surveillance “as the
means at its disposal allow™ to prevent violation of its
territorial waters (article 25); and

The exercise of its rights under the Convention by a
neutral cannot be considered an unfriendly act by a
belligerent (article 26).

4" Robertson, supra note 36, at 276.
“®1d. at 278.
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powers and to abstain, in neutral territory
or neutral waters from any act of warfare.
Any act of hostility, including capture and
the exercise of the right of search,
committed by belligerent warships in the
territorial waters of a neutral power,
constitutes a violation of neutrality and is
strictly forbidden.*

Innocent Packets?

Counterbalancing this requirement for belligerents to refrain from
violating neutrality is the obligation of the neutral State to conduct surveillance
in their territorial waters to ensure belligerents comply. In an observation that
immediately illustrates the difficulty of conducting surveillance of national
Cyberspace, Robertson notes the perils created for the neutral State under the

UNCLOS III:

The emergence of a “new” peacetime
regime for the oceans, with its expansion of
existing zones subject to national
jurisdiction and the creation of new zones
also subject to the same or similar forms of
jurisdiction, has created problems of
adaptation of the traditional rules of armed
conflict at sea to these  new
developments.... As has been suggested by
the foregoing analysis, however, the
geographic and operational factors that
determine the nature and scope of naval
operations in time of armed conflict, and,
in particular, the relationships between
belligerent and neutral forces, render it
uncertain as to whether such mechanical
application of prior rules to new or
expanded areas of national jurisdiction
serves the best interests of either neutrals or
belligerents or the humanitarian objectives
of the rules. Massive expanses of waters
that are denied to belligerents for hostile
operations and for which neutral States
have burdensome duties of surveillance and

“ 1d. at 279 citing RAUCH, supra note 43.
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control are likely to increase beyond
belligerents’ power to resist the temptation
to violate such waters and to overtax the
capabilities of neutral States to enforce their
duties within them. The result may well be
increased tension between neutral and
belligerent States with the consequent
danger of widening the area of conflict and
drawing neutral States into it.%

Robertson's recommendations for reformulating the rules of naval
warfare that are affected by the emergence of new zones in the “new” law of
the sea may be readily adapted by commanders and their lawyers to the
emerging requirements for the new zones of Cyberspace described in this
paper. ® Those recommendations, found in pertinent part at Appendix A,
could serve as a useful policy to protect the rights of neutrals by guaranteeing
that the mere transit of a computer network attack through a neutral States'
national Cyberspace would not cause the loss of neutral status.

Conclusion

This paper has proposed that the navigational regimes under the 1982
United Nations Law of the Sea Convention could be applied by analogy to
information operations involving a computer network attack. It was suggested
that the CNA described in the scenario at the beginning of the paper may be
lawfully  transmitted through the international telecommunications
infrastructure, including Internet routers physically located in neutral States,
by applying Cyberspace analogies of innocent passage or transit passage. The
concept of Cyberspace transit passage gives commanders greater flexibility for
information operations than does Cyberspace innocent passage, because under
the UNCLOS Il States have the right to temporarily suspend innocent
passage. During the near instantaneous transmission of the CNA to the
intended target in the opening hypothetical, the CNA passed through
international Cyberspace. The territorial sovereignty of those intermediate
States was therefore not violated, nor did an act of force take place within their
territory. For that reason, and because most States lack the technological

% Robertson, supra note 36, at 302.

5. The author has substituted the Cyberspace terminology developed in this paper for the
traditional UNCLOS Il maritime terms, and eliminated those sections of Rear Admiral
Robertson’s analysis that do not apply to our analogy, such as maritime zones of archipelagic
waters and exclusive economic zones.
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means to detect, intercept, and identify the CNA as it passes through the
Internet, those neutral States had no obligation to prevent the transit of their
national Cyberspace and their status as neutrals was not violated. Perhaps this
analogy will provide a future Joint Task Force Commander with the conceptual
tools needed to more effectively plan and conduct operations in and through
Cyberspace with greater certainty that the courses of action involving the wse
of force in Cyberspace will comply with international law.%

% A prudent commander will seek and obtain the assistance of qualified legal counsel & the
earliest planning stages. Qualified counsel must be consulted to determine whether, if at all, the
analogy proposed in this paper comport with customary international law under the specific
circumstances.
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Appendix A

A Proposal to Adopt Selected Principles from The Hague
Convention No. XIII, Concerning the Rights and Duties of
Neutral Powers in Naval War to Information Operations

3. Neutral [Cyberspace] consist of the internal [Cyberspace],
territorial [Cyberspace], and where applicable, the [national
Cyberspace], of a State which is not a party to the armed conflict.

4. Within neutral Cyberspace, hostile acts by belligerent
forces are forbidden. A neutral State must exercise such surveillance
and enforcement measures as the means at its disposal allow to
prevent violation of its neutral Cyberspace by belligerent forces.

5. Hostile acts within the meaning of paragraph 4 include
[.... e.] Use [of neutral Cyberspace] as a base of operations.

6. Subject to the duty of impartiality, and under such
regulation as it may establish, a neutral State may, without
jeopardizing its neutrality, permit the following acts within its neutral
[Cyberspace]:

a. Innocent passage [...]

7. A belligerent [may not cause a transmission with
offensive information operation capability to] extend its stay in neutral
[Cyberspace] [....]

8. Belligerent [States] may exercise the right of transit
passage through neutral international straits [in Cyberspace]. While
within neutral [Cyberspace] comprising an international strait [...]
belligerent [...] forces are forbidden to carry out any hostile act.

9. Should a neutral State be unable or unwilling to enforce
its neutral obligations with respect to hostile military activities by
belligerent [...] forces within its neutral [Cyberspace], the opposing
belligerent may use such fore as is necessary within such neutral
[Cyberspace] to protect its own forces and to terminate the violation
of neutral [Cyberspace].
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10. A neutral State shall not be considered to have

jeopardized its neutral status by exercising any of the foregoing
neutral rights nor by allowing a belligerent State to exercise any of the

privileges permitted to a belligerent State.”*

%8 Robertson, supra note 36, at 302.
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Appendix B

Innocent Packets?  Applying Navigational Regimes from the 1982
UNCLOS Il to the Realm of Cyberspace...Additional Thoughts by the
Author.

Since submitting this article, other ideas have come up as | have
further considered operations in Cyberspace:

1. The analogy is useful to help commanders and their staffs develop a
common operational picture during initial planning. As the time for the
operational use of an information weapon approaches, especially review of
proposed targets, evaluation of the operation shifts more toward traditional law
of armed conflict considerations of necessity, proportionality, and humanity.

2. As a fundamental principle of law, express obligations under
international and domestic law will always take precedent over use of the
proposed analogy. For that reason, the excellent treatment of specific legal
requirements described in the DoD Office of General Counsel paper, An
Assessment of International Legal Issues in Information Operations, Second
Edition, November 1999, is a valuable resource for planning information
operations.

3. There are likely to be circumstances where the analogy simply does
not work. Information operations typically involve special access programs
and application of highly sensitive capabilities and technology. Because this
paper was written to stimulate general discussion in an unclassified academic
environment, no classified material was used. In planning an actual operation,
capabilities of specific information weapons must be carefully reviewed with a
view toward identifying specific legal requirements. In sum, slavish
application of the analogy is neither advocated nor intended.

4. My bias in evaluating this topic is toward enabling the consideration
and use of information weapons where they can provide a definite military
advantage. To that end, | suggest using this analogy to help propel the
discussion of information weapons beyond the “it can’t be done” stage, if that
response is based solely on the fact that no specific law enabling the proposed
use can be found.

5. The navigational regimes under UNCLOS IlI apply to both military
and commercial vessels. But, in practice, some coastal States view use of the
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regime of innocent passage by warships passing through their territorial seas
with great suspicion. Some States impose limitations on innocent passage by
warships that are inconsistent with UNCLOS 11l and are rejected by the United
States and other maritime nations. With that in mind, a prudent commander
will always consider the effect on international relations of a legitimate
exercise of navigational rights under UNCLOS Il if it would create tension
with a coastal State. For example, the regime of innocent passage allows,
among other things, vessels to stop and anchor within the territorial seas.

This is considered consistent with the continuous and expeditious passage So
long as anchoring is consistent with prudent navigation. On the other hand,
stopping and anchoring a warship in the erritorial seas may be considered
unacceptably provocative by the coastal State, even if it is expressly authorized
under UNCLOS I11I. Just as commanders regularly apply their good judgment
to the implications of an assertion of rights under UNCLOS Il on the seas,
their best judgment must also be applied when conducting operations in
Cyberspace.

6. The logical linkage between physical and Cyberspace innocent
passage is difficult to grasp. Once again, examination of the practice of
innocent passage under UNCLOS Il can help illustrate application of the
analogy. In the case of UNCLOS Ill innocent passage, the choice to navigate
through the territorial sea of a coastal State is ordinarily related to a specific
purpose. In most cases, the choice of innocent passage indicates the captain or
master of the transiting vessel has specifically determined that passage through
the territorial seas of a coastal State produces a definite advantage over the
alternative, that is, avoiding passage through the territorial seas and remaining
in international waters thereby enjoying largely unrestricted high seas freedom
of navigation. In most cases that advantage may be no more than the desire to
reduce distance traveled, yielding savings in time and fuel consumption. But it
is also true that the reason for choosing innocent passage could be any reason
at all, so long as it does not cause the passage to become “non-innocent.” In
the Cyberspace realm, by analogy, the rationale supporting the choice of
Cyberspace innocent passage may be any reason so long as it, too, does not
cause the passage to become non-innocent. In contrast, the transit passage
regimes of both physical and Cyberspace do not require the same degree of
specific intent to pass through territorial seas as in the case of innocent
passage. Under transit passage, the specific intent is merely to navigate from
high seas on one side of an international strait to the high seas on the other
side. Passage through the overlapping territorial seas of the coastal Sates
bounding the international straits is of less importance and is merely incidental
to the general intent underlying transit passage. Returning to our analogy for
operations in Cyberspace, the distinction between innocent passage and transit
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passage ae ultimately related to the more specific intent to enter national
Cyberspace in the former, and the more general intent to transit in the latter.
Indeed, one might argue it does not stretch the analogy too far to suggest that,
as in physical space, a decision to “stop and anchor” in territorial Cyberspace
is permissible as long as the stop is “incidental to ordinary [Cyber]
navigation.”
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TOO MUCH OF A GOOD THING?
FEDERAL SUPREMACY & THE
DEVOLUTION OF REGULATORY
POWER: THE CASE OF THE COASTAL
ZONE MANAGEMENT ACT

Lieutenant Patrick J. Gibbons, JAGC, USN

l. Introduction

Contemporary federalism debates have increasingly focused on
environmental policy.! After years of expanding federal regulatory power,
authority now seems to be shifting back toward the states.? Federal
environmental regulation, a frequent source of federal-state friction® may be
broadly characterized under two schemes.* One approach is the abandonment
of state involvement in favor of federal control, such as the regime of the
Toxic Substances Control Act.® Another approach is ‘“cooperative
federalism,” in which the federal government delegates administrative and
enforcement responsibilities to the states in varying degrees.® This is often
described as “layered cake” federalism because each level of government is

" LT Patrick Gibbons (B.A., University of Virginia, 1992; M.A., University of Virginia, 1993;
J.D., University of Virginia 2001) is currently assigned as Trial Counsel at Trial Services Office
Southeast, Jacksonville Detachment. Prior to serving as a Judge Advocate, LT Gibbons served as
Division Officer onboard, USS STOUT (DDG 55); aide to Director, Naval Reserve (OPNAV
NO95); and as a student at the University of Virginia School of Law through the Law Education
Program. This article was edited by LCDR Karen M. Somers, JAGC, USN.

1 See Robert V. Percival, Environmental Federalism: Historical Roots and Contemporary Models,
54 MD. L. REV. 1141, 1141 (1995)[hereinafter Percival I].

2See Id. at 1142.

3 See Id. at 1144.

4 One commentator has identified three approaches to environmental regulation, differentiating
between arrangements in which the federal government sets standards for the states to enforce, and
those in which the states are free to set their own standards subject to federal approval. See id at
1141- 44. For purposes of this Article, the distinction is unimportant and only two classes are
necessary.

5See Id. at 1176.

®See Id. at 1173-76.
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assigned a distinct role within the whole scheme.” Cooperative federalist
statutory arrangements purport to return to the states some of the regulatory
power that the federal government has assumed in the last sixty years, and give
the states a greater voice in allocating the costs of regulation.

One cooperative federalist regime which is often held up as a model
for the devolution of regulatory power to the states is the Coastal Zone
Management Act (CZMA),? where the federal government provides incentives
to the states to encourage them to establish their own regulatory schemes.®
Although the incentive is often financial, in the case of the CZMA Congress
offered the additional carrot of federal consistency.® In a departure from
federal supremacy, Congress effectively assimilates a state’s law as codified in
its coastal management plan and applies it to federal agencies.®* Once a state
coastal management plan is approved by the Secretary of Commerce, all
federal agency activities directly affecting or within the coastal zone must be
consistent with the state plan “to the maximum extent practicable,” 2 or must
be of such overriding national importance that the President exempts them
from the consistency requirement.®® Consistency neither wholly waives nor
wholly preserves federal supremacy, but does subject agencies to stricter
controls than intergovernmental coordination requirements.* “[I]t is clear that
federal development projects in the coastal zone . . . are subject to state coastal
management policies and may be substantially modified at the insistence of the
states to conform to these policies.”* Federal agencies are required to do
more than consider state programs and coordinate their activities with state
agencies, yet they are not totally subordinated to state law.* Although an
attempt to restore the balance of state-federal power, this departure from
traditional federalism paradoxically undermines the federal system by

" See Ronald J. Rychlak, Coastal Management and the Search for Integration, 40 DEPAUL L.
REV. 981, 987 (1991) [hereinafter Rychlak].

8See 16 U.S.C.A. § 1451 et seq. (West 2001).

® See Percival 1, supra note 1, at 1173. “While the [CZMA’s] collaborative framework is not
without its limitations, it holds considerable promise. . . .” TIMOTHY BEATLEY ET AL ., AN
INTRODUCTION TO COASTAL ZONE MANAGEMENT, 196 (1994)[hereinafter BEATLEY].

0'See 16 U.S.C.A. §8 1454-56 (West 2001).

1 See William C. Brewer, Federal Consistency and State Expectations, 2 COASTAL ZONE
MANAGEMENT J. 315, 321 (1976)[hereinafter Brewer].

216 U.S.C.A. § 1456 (West 2001).

B See Id. at § 1456(c) (West 2001).

1 See Richard L. Kuerstein & Paul M. Sullivan, Coastal Federalism: the Role of the Federal
Supremacy Doctrine in Federal and State Conflict Resolution, 33 JAG J. 39, 42 (1984)[hereinafter
Kuerstein & Sullivan].

5 BEATLEY, supra note 9, at 69.

16 See Id. at 41.
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restricting agencies acting under authority explicitly given to the federal
government by the Constitution, such as national defense.

In general, courts are sensitive to the Constitutional and practical
limitations on judicial involvement in the national security arena, and
consequently defer to defense agencies when required to mediate between
defense and environmental concerns.¥ This generality does not apply to
activities subsumed under the Coastal Zone Management Act, however,
because of the Act’s requirement that federal agency actions within the coastal
zone be consistent with approved state plans to the maximum extent
practicable.® This potentially subordinates national defense interests to state
and local land use and environmental regulatory interests. National security is
mentioned explicitly only once in the Act, and then only in the context of
federal licensing and permitting.*

This article explores the potential subversion of federalist concerns in
environmental schemes that were designed to further the federalist arrangement
by looking at the tensions between what is perhaps the most “federal” (i.e.
most broadly national) of federal concerns, national security, and the CZMA’s
federal consistency requirement. This article argues that in pursuing an
arrangement that purports to restore taditional federal-state distributions of
power, the Coastal Zone Management Act inadvertently goes too far and gives
the states excessive power. Section Il traces the history of federal involvement
in coastal environmental regulation and the movement leading up to the
passage of the CZMA. It then examines the main provisions of the Act and
how it has evolved through several reauthorizations and amendments. Section
I takes a closer look at current environmental federalism debates, the
federalist distribution of state and national power, and the consistency
provisions of the Act. Section IV examines the only three judicial decisions
rendered in consistency disputes involving a defense agency. The cases
illustrate the federalism concerns discussed in Section Ill. The final Section
discusses possible solutions to the difficulties inherent in delegating regulatory
power to the states while still preserving federal supremacy over matters of
national concern.

7 See STEPHEN DYCUS, NATIONAL DEFENSE AND THE ENVIRONMENT, 154 (1996)[hereinafter
Dycus].

8 See 16 U.S.C.A. § 1456(c) (West 2001).

19 See Id. at § 1456(c)(3) (West 2001); see also Richard L. Kuerstein, et al., Protecting Our
Coastal Interests: a Policy Proposal for Coordinating Coastal Zone Management, National
Defense, and the Federal Supremacy Doctrine, 8 B.C. ENVTL. AFF. L. REV. 705, 715 (1980).
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1. The Coastal Zone Management Act

The Coastal Zone Management Act was enacted by Congress after three years
of negotiation and debate, as part of a larger legislative effort to pass laws to
protect and improve the environment. Since then it has been reauthorized five
times, and amended almost as often, to mirror changes in the nation’s
environmental priorities. The fact that it still exists reflects, in itself, the
continued commercial and environmental importance of the nation’s coastlines.
This section examines the background context of the CZMA and the regime it
has created. Subsection A. surveys generally the history of regulation to
preserve the coasts and the effort to create federal legislation to protect the
resources of the shore. Subsection B. then describes the legislative history of
the Act and the subsequent amendments that have resulted in the Act’s present
form.

A. Historical Context

Prior to the rise of modern regulation, land use, real estate
development, and pollution abatement were controlled through the common
law of nuisance.® To the extent that the federal government regulated land use
at all, it was usually to promote development, such as grants to railroads and
the commercial development of inland waterways.? The first federal erosion
control activity occurred in 1829, when the government acted to restore the
ground beneath Fort Moultri in South Carolina.? In 1899, Congress enacted
the Rivers and Harbors Act, banning discharges into the nation’s waters. This
was intended not to protect water quality but to ensure unimpeded navigation.?
Legislation concerning public health and environmental preservation were
largely absent.  Even the rapid expansion of federal regulation that
accompanied the New Deal had minimal environmental content.?

2 See Percival 1, supra note 1, at 1152-55; ROBERT V. PERCIVAL ET AL., ENVIRONMENTAL
REGULATION, 87-89 (2d ed. 1996) [hereinafter PERCIVAL II]. See also, e.g., Missouri v. lllinois,
200 U.S. 496 (1906)(holding that Missouri failed to establish that Chicago’s sewage caused an
increase in typhoid fever in St. Louis); New York v. New Jersey, 256 U.S. 296 (1921)(holding
that New York failed to demonstrate the New Jersey sewage discharges into New York harbor
created a nuisance); New Jersey v. City of New York, 283 U.S. 473 (1931)(holding that New
York City’s at-sea garbage dumping created a nuisance for New Jersey).

2 See Percival |, supra note 1, at 1147-49.

2 See Rychlak, supra note 7, at 984.

3 See PERCIVAL 11, supra note 20, at 105.

% See Percival |, supra note 1, at 1147-49.

5 Gee Id. at 1155.
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The economic boom that followed World War Il in the United States
contributed to a rapid expansion of activity in the coastal zone.®® The Truman
Proclamation? focused attention on the coastal zone in 1945,% and in the
subsequent effort to expand America’s exploitation of the oceans’ wealth,
Congress provided research and financial aid to the states.? From 1945 until
the emergence of the environmental movement in the 1960s, federal
environmental policies generally placed responsibility with state and local
governments to regulate and protect their resources.® For example, the 1948
Water Quality Act provided grants to the states to fund water pollution control
and limited federal involvement to financial and research assistance.® The
then-existing, decentralized scheme, while successful in encouraging the
exploitation of the coastal zone, failed to capture the environmental costs of
that development.? The increases in use and exploitation were consequently
accompanied by a rapid decline in coastal resources and water quality.® The
1960s witnessed technological innovations which increased access to and
development in the coastal zone.* Investment was particularly focused on
military and commercial uses.® While the federal government continued to
place regulatory responsibility with state and local government, appreciation
nevertheless grew as to the interstate character of the resulting pollution.®
This awareness coincided with the general spread of grassroots support for the
environment in the 1960s.¥ It was a period of re-evaluation of the
effectiveness of environmental protection and land use planning.® Although
the federal government was experimenting with cooperative efforts with the
states such as the Water Resources Planning Act of 1965 and the
Intergovernmental Cooperation Act of 1968,* initial federal land regulation of
environmental impacts was aimed at federal agencies.®

% See Judith Kildow, The Roots and Context of the Coastal Zone Movement, 25 COASTAL
MANAGEMENT 231, 233 (1997)[hereinafter Kildow].

7 See Exec. Order No. 9633, 10 C.F.R. § 12305 (1945).

% See Kildow, supra note 26, at 232.

® See Percival I, supra note 1, at 1155.

% See 1d. at 1156.

% See PERCIVAL 11, supra note 20, at 104.

% See Kildow, supra note 26, at 232.

®See Id. at 232.

% See 1d. at 234.

% See Id.

% See Percival I, supra note 1, at 1156.

% See Id. at 1159.

% See David R. Godschalk, Implementing Coastal Zone Management: 1972-1990, 20 COASTAL
MANAGEMENT 93, 97 (1992)[hereinafter Godschalk].

% See Brewer, supra note 11, at 316.

“ See PERCIVAL I, supra note 20, at 105-6. See also National Historic Preservation Act, 16
U.S.C.A. § 470 (West 2001) et seq.; National Environmental Policy Act, 42 U.S.C.A. §
4321(West 2001) et seq.
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By the middle of the decade, a coastal crisis was recognized.
Advocates of outdoor recreation, marine resource development, estuarine
protection, and land use policy were calling for some form of federal action.®
These advocacy groups reflected the increased type and extent of coastal zone
usage in the twenty years since the Truman Proclamation. Outdoor recreation
was among the United States’ top ten economic activities in the 1960s.® The
outdoor enthusiasts’ lobbying was rewarded by the passage of the Land and
Water Conservation Fund Act of 1964.# Advocates to protect estuarine areas
argued that the coastline was more than a mere place for fun.® Congressional
efforts on the preservationists’ behalf began in 1965, with a House bill
proposing the creation of a wetlands preservation area on Long Island which,
although it failed, inspired a subsequent bill for a national preservation
program.® The Clean Water Restoration Act of 1966 passed, authorizing
among other things a comprehensive National Estuarine Pollution Study.”
Through continued effort and negotiation, the Estuary Protection Act passed in
1968.4

While the recreational and protectionist movements advanced in more
or less successive chronological order, the two other advocacy efforts were
essentially concurrent.® Ocean development proponents succeeded in attaining
the passage of the Marine Resources and Engineering Development Act.®
Nearly simultaneously, land use control advocates pushed to enact legislation
that would subsume coastal zone management into a larger national land use
scheme.® Their effort was a logical progression from the earlier work of the
recreational activists, extending national estuaries protections to the whole of
the coastal zone.®

Several studies recommended federal action in the coastal zone,
including two Department of the Interior estuary studies, and studies by the
American Law Institute and the Marine Sciences Council, a Cabinet-level

4 See Godschalk, supra note 38, at 97.

“2 See 1d.

“ See Zigurds L. Zile, A Legislative-Political History of the Coastal Zone Management Act of
1972, 1 COASTAL ZONE MANAGEMENT J. 235, 237 (1974)[hereinafter Zile].
# See Id. at 240.

% See Id. at 241.

% See 1d. at 245-47.

47 See Id. at 253.

8 See Zile, supra note 43, at 247-53.

“ See Id. at 267.

% See Id. at 256.

5 See Id. at 268.

%2 See Zile, supra note 43, at 269.
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group led by Vice President Hubert Humphrey.® But arguably the most
important was Our Nation and the Sea, the report of the Commission on
Marine Science, Engineering, and Resources, commonly known as the Stratton
Commission.* The Stratton Commission was formed in 1966 pursuant to the
Marine Resources and Engineering Development Act.® Chaired by and named
for Julius Stratton, President of the Massachusetts Institute of Technology, the
Commission was charged with undertaking a comprehensive study of
American ocean interests.® While the report’s scope spans the spectrum of
U.S. oceans interests,s it was particularly influential in its recommendations
for the coastal zone.® Julius Stratton actually coined the term “coastal zone”
to describe the area in which the ocean interfaces with land.*

The report recognized the economic and ecological importance of the
nation’s coastal resources and its unique characteristics,® and highlighted the
special management challenges it presented because of the fragmentation of
authority on the federal and state levels and the disarray into which the coastal
zone had descended.® In pursuing its objective, the Commission considered
the interests of the groups that brought coastal zone concerns to the fore:
advocates of outdoor recreation, marine resource development, estuarine
protection, and land use policy. Of these four, the development and land use
interests ultimately proved most influential in the Commission’s report.? The
Commission suggested a regulatory regime focused on the states, with the
federal government’s regulatory role limited to encouraging the states to adopt
plans with promises of grants as an incentive.® The Commission also
recognized the federal government’s unique interests and responsibilities in the
coastal zone, including its roles as both a polluter and a developer.® To
reconcile its proposal to give states the lead and yet accommodate these federal
roles, the Commission posited a scheme under which the federal government
would review and approve proposed state plans; after approval, federal
agencies would be bound to ensure their activities were conducted in a manner

% See DEP’T. OF COMMERCE, U.S. OCEAN POLICY IN THE 1970s: STATUS & ISSUES, V-7 (1978).
% See generally COMM’N ON MARINE SCIENCE, ENGINEERING AND RESOURCES, OUR NATION
AND THE SEA (1969)[hereinafter C OMM'N ON MARINE SCIENCE].

% See Kildow, supra note 26, at 235.

% See Id.

57 See generally COMM’N ON MARINE SCIENCE, supra note 54.

% See Zile, supra note 43, at 259-60.

% See Godschalk, supra note 38, at 97.

0 See Id; Kildow, supra note 26, at 235.

& See Kildow, supra note 26, at 235; Godschalk, supra note 38, at 97; COMM’N ON MARINE
SCIENCE, supra note 54, at 56.

€ See Godschalk, supra note 38, at 97.

& See COMM’N ON MARINE SCIENCE, supra note 54, at 56.

% See 1d. at 60.
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consistent with that plan.® The Commission also proposed the formation of
the National Oceanic and Atmospheric Administration (NOAA), which it
envisioned as a sort of “wet NASA” to explore and exploit the oceans’
wealth.% Administration of the coastal zone management plans would be one
of NOAA'’s responsibilities.” The Commission made its report in 1969 after
three years of study. As will be seen below, its results would profoundly
influence the final structure of the Coastal Zone Management Act.

The ninety-first Congress considered the first coastal zone
management bills in 1969.% The Nixon administration bllowed through on
Vice President Spiro Agnew’s promise to offer a draft coastal zone
management bill by submitting one prepared by the Department of the Interior,
which was closer in emphasis and philosophy to the findings of the more
environmentalist-oriented National Estuarine Pollution Study than the Stratton
Commission report.®  Although no coastal zone management bills were
enacted, the ninetyfirst Congress still adjourned with a consensus as to the
state management approach the Commission suggested.™ The ninety-second
Congress witnessed the growing interest among congressional committees in
the coastal zone management proposals, which reflected the increased
importance of coastal development and environmental concerns.”  One
important aspect of the debate was whether the eventual regime would fall
within the purview of the Department of Interior or the Department of
Commerce; the result was felt likely to determine the orientation of the Act
toward either environmental or development concerns. ™

The final form of the Coastal Zone Management Act was passed
following a Senate-House compromise in 1972.%  The coastal zone
management debate was overshadowed by land use proposals, and in the Act’s
final form, the coastal zone was given to Commerce, on the assumption that
the Secretary would delegate his powers to the Administrator of NOAA.™ The
next subsection describes the Act itself and its evolution over the last twenty
seven years.

% See 1d. at 61.

% See Id. at 230; see also Zile, supra note 43, at 257-58.
6 See COMM’N ON MARINE SCIENCE, supra note 54, at 61.
% See Godschalk, supra note 38, at 98.
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8 See Zile, supra note 43, at 273.

™ See Id. ; see also Godschalk, supra note 38, at 99
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B. The CZMA Regime

Since its inception, the Coastal Zone Management Act™ has been
distinguished by its voluntary nature.”™ It proposes a series of incentives to the
states rather than penalties, and accords them broad latitude to define their
priorities in undertaking a Coastal Zone Management Plan (CZMP), through a
process one commentator has called “co-production.”” In addressing the
spectrum of environmental challenges faced in the coastal zone, the Act
embodies the federal government’s first major effort at an integrated
environmental program, considering pollution in all its varied forms.” Indeed,
the term ““coastal zone” implies integration across geographic bounds.” The
Act functions through a “layered cake” approach to federalism, assigning
distinct roles to each discreet layer of government as part of the whole regime:
the local government is to assess and decide issues such as land use and
zoning, while the state and federal governments provide financial and research
assistance.®

Congress declared a four-part national policy in the
Act:

(a) to preserve, protect, develop, and where
possible, to restore, to enhance, the
resources of the Nation’s coastal zone for
this and succeeding generations,

(b) to encourage and assist the state to
exercise effectively their responsibilities in
the coastal zone through the development
and implementation of  management
programs to achieve the use of the land and
water resources of the coastal zone giving
full consideration to ecological, cultural,
historic, and esthetic values as well as to
needs for economic development,

™ See 16 U.S.C.A § 1451 (West 2001) et. seq.
6 See Godschalk, supra note 38, at 111.

7 See Id.

8 See Rychlak, supra note 7, at 983.

™ See Id. at 985.

% See Id. at 987.
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(c) for all Federal agencies engaged in
programs affecting the coastal zone to
cooperate and participate with state and
local governments and regional agencies in
effectuating the purposes of this title, and

(d) to encourage the participation of the
public, of Federal, state, and local
governments and of regional agencies in the
development of coastal zone management
programs.®

The Act goes on to prescribe the three major characteristics of the regime it
created: grants to fund the development of state CZMPs in § 1454;% grants to
underwrite the cost of administering approved CZMPs in § 1455;% and federal
consistency requirements in § 1456.%

Section 1454 provided that the Secretary of Commerce could grant
funds to any coastal state for the purpose of developing and implementing a
CZMP.% Grants would be contingent upon the state incorporating in its plan
certain requirements, including a definition of the boundaries of the coastal
zone, identification of the means by which the state proposed to exert control
over the land and water uses, and guidelines for priority of uses.® Grants
were limited to only eighty percent of the state’s total costs, and were
renewable for only four years.¥ Plans already in development at the time of
the CZMA'’s enactment were eligible for grants if the state was in the process
of bringing the plan into compliance with the Act.®

Section 1455 provided administrative grants to states with approved
CZMPs to administer their programs.® The administrative grants program and
8§ 1454 are the financial part of Congress’ two-pronged inducement to develop
a plan. Once a CZMP is developed, the federal government will subsidize a
portion of the Plan’s execution costs.® In order to qualify for administrative

8 Godschalk, supra note 38, at 99 (quoting 16 U.S.C. § 1452 (1972)).
% See 16 U.S.C.A. § 1454 (West 2001).

8 See Id. at § 1455.

8 See Id. at § 1456.

% See Id. at § 1454(a).

% See Id. at § 1454(b).

8 See 1d. at § 1454(c).

8 See 16 U.S.C.A. § 1454(d) (West 2001).

® See Id. at § 1455 .

% See Id.
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grants, however, the state must satisfy § 1455(c).* First, it must demonstrate
that it has provided the relevant federal agencies the opportunity to participate
in developing the plan.® Second, it must demonstrate that it has followed the
prescribed enactment procedures, including holding public hearings and
designating a single agency with the authority to implement the program and to
receive and administer the grants.

The requirements of 8§ 1454 and 1455 were construed in API v.
Knecht to afford NOAA and the enacting state broad discretion in establishing
the CZMP.* The American Petroleum Institute and other plaintiffs initiated
the suit seeking declaratory and injunctive relief against the Commerce
Department’s acceptance of California’s Coastal Management Plan (CCMP),
contending that the proposed plan failed to satisfy the Act's requirements for
two reasons: the CCMP was not a ""'management plan" as defined by § 1455 of
the Act, and the procedures followed to develop the plan violated the Act.®
After summarizing the plaintiffs” argument in detail, the court interpreted their
complaint as essentially contending that the CCMP lacked sufficient
specificity.® If the plaintiffs’ allegations were correct, then in the absence of
the relief sought they would be required to spend money to determine whether
their projects, primarily development of the oil and gas resources of the Outer
Continental Shelf, were consistent with the CCMP without any reasonable
assurance of state approval.” The trial court was not happy with the Act or
with the issues it was required to sort out; it characterized them as:

[Q]Juestions of the highest importance,
greatest complexity, and highest urgency.
They arise as a result of high legislative
purpose, low bureaucratic bungling, and
present inherent difficulty in judicial
determination. In other words, for the high
purpose of improving and maintaining
felicitous conditions in the coastal areas of
the United States, the Congress has
undertaken a legislative solution, the
application of which is so complex as to
make it almost wholly unmanageable. In

% See 1d. at § 1455(c).

% See Id. at § 1454(d) (West 2001).
% See Id. at § 1455(c)(2);(d).

% 456 F. Supp. 889 (C.D. Cal. 1978)
% See Id. at 893.

% Knecht, 456 F.Supp. at 896.

% See Id. at 896-97.

98



NAVAL LAW REVIEW XLvii

the course of the legislative process, there
obviously came into conflict many
competing interests which, in typical
fashion, the  Congress sought to
accommodate, only to create thereby a
morass of problems between the private
sector, the federal bureaucracy, the state
legislature, the state bureaucracy, and all of
the administrative agencies appurtenant
thereto.

Later, the court expressed further frustration:

[T]he Court sits in review of agency action
which stretches over a long period of time,
includes non-transcribed public hearings,
not essentially adversary in nature, and in
fact, quite the contrary . . . . At times the
Court has the sense that the record by its
very nature permits only an occasional brief
glance into the workings of the
administrative decision-making process in
this instance.®

Despite these irritations, the court held that Congress intended that
management programs need only be specific enough "to guide public and
private uses."® The Act, the court continued, was first and foremost
concerned with the environment, a concern not changed by the 1976
Amendment, which expressed a national interest in the siting of energy
facilities.*™ The "adequate consideration” provision, according to the court,
was intended to achieve an equitable balance between federal and state
concerns, not to impose an affirmative burden on the states in crafting their
plans.*  Provided that the development and decision-making process of
creating a management plan took place within the context of cooperation,
coordination, and information sharing among the local, state, and federal
agencies that Congress intended, the states were free to make their own

% Knecht, 456 F.Supp. at 895-96.

% 1d. at 899, n. 6.

10 Knecht, 456 F.Supp. at 919 (quoting 16 U.S.C.A. § 1453(12) (West 2001)(defining
“management plan”)).
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decisions.®® The guarantee against arbitrary state decisions provided to a
consistency applicant is the option to appeal to the judiciary or the Secretary of
Commerce.* The latitude permitted states by the Act in crafting their plans
reverberates in the federalism question; as will be discussed in Section IV
below, some states use that discretion to force federal benefits rather than
merely to prevent harm to the coast.

Section 1456 required federal agency consistency with an approved
state coastal management plan.® Consistency requirements fall into two
categories: first, actions by federal agencies must be consistent *“to the
maximum extent practicable;”® second, applicants for federal permits or
licenses to conduct activities in the coastal zone must provide a certification
with their application that their activities are consistent with the state CZMP,
and must provide a copy of the certification to the state.’” The state then
notifies the agency at the earliest practicable time, but within six months, of its
concurrence in or objection to the proposed activity, and no license or permit
may be issued without the state’s concurrence.’® The Act provides, however,
that the Secretary of Commerce may override a state’s objection should he
determine that the activity is consistent with the objectives of the Act or is
otherwise necessary in the interest of national security.’® The consist